UY BAN NHAN DAN QUAN HATAN  CONG HOA XA HQI CHU NGHIA VIET NAM
PHONG GIAO DUC VA DAO TAO DPoc lap — Tw do — Hanh phuc

S6:122 /GDPT Hai An, ngay 13 thang 6 nam 2024
VIV tang cuong bao mat tai khoan
dang nhap cac phan mém do
Nganh GDDT cung cip

Kinh guri:
- Cac trudng Mam non, Tiéu hoc, THCS trong toan quén;
- Céc truong Pho thong cé nhiéu cap hoc trén dia ban;
- Céc s6 so gido duc Mam non ngoai cong 1ap.

Thyc hién cong vin sd 1732/SGDPT - VP ngay 12/6/2024 ctia S& GD&PT
Hai Phong vé viéc ting cuong bao mat tai khoan dang nhap cic phan mém do
Nganh GDDT cung cap;

Nham nang cao muirc d6 an toan va bao mat thong tin trén hé théng phan
mém dang sur dung cac truong Mam non, Tiéu hoc, THCS, truong Pho thong cd
nhiéu cap hoc, cac co & giao duc ngoai cong lap (goi chung la don vi) trén dia
ban quan, Phong GD&DPT dé nghi hiéu truéng cac don vi thyc hién nghiém tic
cac ndi dung sau:

1. Phan cong can bo, gido vién cé trinh do chuyén mon, pham chat chinh
tri quan tri cac phan mém do S& GDDT, Phong GD&PT cung cép; tai khoan
mang xa hoi cua don vi dang quan tri.

2. Tuan thu hudng dan bao mat cua nha cung cap nhu quy dinh vé thiét
1ap mat khau gom: chir thuong, chir in, s6, ky tu ddc biét, d6 dai mat khau, dinh
ky thay d6i mat khau, gi01 han s6 1an nhap sai mat khau, khong dé tén dang nhap
va mat khau mic dinh, d& doan; bat tinh nang canh bao dang nhap trén thiét bi la
(néu c0), khong sir dung mgt mat khau cho nhiéu ung dung, dich vu, trang web;
cap nhat ddy du phién ban méi cta ing dung.

3. Cai dat va st dung cac phan mém di€t virus cd ban quyen thuong
Xuyén ra quet virus, ma doc; tuyét ddi khong kich vao dudng dan la, tin nhin
kém duong dan la, doc thu dién tir tir dia chi la; khong luu thong tin dang nhap
cta tai khoan vao trinh duyét web, khi khong st dung phai dang xuat khoi tai
khoan; khong tai phin mém tir cac website khong chinh thdng, website trung
gian, cac file tir nguoi la giri qua tin nhan hodc thu dién tu la.

4. St dung giao thite HTTPS (giao thtic truyén tai siéu van ban an toan)
cho website, thiét 1ap co ché xac thuc 2 budc (theo hudng dan phu luc giri kém
doi voi Céng thong tin dién tu, trang thong tin dién twr cua cac don vi). Vi céac
trang/cong thong tin dé nghi danh gia va gan nhan ching nhan tin nhiém mang
nham ting cudng mirc do uy tin cua cac website d6i voi nguoi dan, va dé hd trg
ngan chan viéc loi dung tén mién thuc hién cdc hanh vi lira dao. Pi véi céc
trang facebook (fanpage) nén tao 1ap riéng 02 tai khoan facebook ca nhan chinh



danh dé ndm quyén quan tri vién, tai khoan nay phuc vu ndam quyén quan tri
trang va du phong, khong stir dung cac tai khoan nay vao muc dich khac. Céc tai
khoan khac chi dugc phin quyén bién tap, khong phan quyén thém hodc x6a
thanh vién.

5. Thuong xuyén tuyén truyén nang cao y thirc canh giac trong cong tac
bdo mat, bdo dam an ninh, an toan thong tin, dang tai, chia sé, cung cép thong
tin trong qua trinh st dung mang xa hoi dbi v6i can bo gido vién, nhan vién,
nguoi lao dong trong co' quan.

6. Khi don vi ¢6 nhu cau xay dung hé thong phan mém phuyc vu cong tac
quan 1y; yéu cau cac don vi cung cap phan mém pha1 dam bao viéc bado mat
thong tin, xdy dung cac tinh ning nang cao dbi véi viée thiét 1ap dang nhap (yéu
cau vé mat khau, bao mat 02 16p), dam bao yéu cau vé an toan thong tin. .. trudc
khi dua vao str dung.

Nhéan dugc cong vin ndy, Phong GD&DT yéu cau cac co s gido duc
trong quan nghiém tuc thuc hién./.

Noi nhin: —TRUONG PHONG
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Thi Minh Thu
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