UBND THANH PHO HAI PHONG  CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Poc 1ap - Tw do - Hanh phuc

$6:102 /SGDPT-VP Hai Phong, ngay 10 thdng 01 nam 2024
VIV tang cuong cong tac bao dam
an toan thong tin mang trong thoi gian
Tét Nguyén dan Giap Thin 2024

Kinh gui:
- Trudong cac phong co quan So;
- Trudéng phong GDDT quan, huyén;
- Hiéu truéng trudng THPT, PT nhiéu cap hoc;
- Giam dbc trung tam GDNN-GDTX quan, huy¢én;
- Thu truéng cac don vi truc thudc.

Ngay 08/01/2023, S¢ Gido duc va Bég tao (GDDT) nhan dugc Van ban sb
A44/STTTT-BCVT cua Sé Thong tin va Truyén thong ve€ viéc tang cuong cong tac
bao dam an toan thong tin mang trong thoi gian Tét Nguyén dan Giap Thin 2024;

Nham phong, chong nguy co mat an toan thong tin mang xay ra trong thoi
gian Tet Nguyén dan Giap Thin 2024, S6 GDDT dé nghi Thu truong cac don vi
truc tiép chi dao ting cudng trién khai cong tac bao dam an toan thong tin mang
cho cac hé thong thong tin thudc pham vi quan 1y, cu thé:

1. Ra so4t cac hé thong thong tin, bao dam cac hé thong thong tin dugc trién
khai dﬁy du céac bién phap bao vé theo cép do an toan. Chu dong ra soat, xu 1y,
trién khai cac giai phap nham khic phuc triét dé cac 16 hong an toan théng tin
mang, dic bi¢t 1a cac 16 héng da dugc S6& GDDPT, S¢ Thong tin va Truyén thong
canh bao va chii dong thyc hién sin lung méi nguy hai tiém an trong hé thong.

2. T chire lyc luong tai chd truc giam sat, ho tro, ung clru va khéc phuc su
cb an toan thong tin mang 24/7; chu dong theo ddi thuong xuyén, lién tyc cac hé
théng giam sat an toan thong tin tap trung, hé thong phong, chéng ma doc tap
trung dam bao xtr 1y, khic phuc kip thoi tan cong mang, canh bao mi doc duoc
X&c minh.

3. Ra so4t, kiém tra va boc g0 cac phﬁn mém doc hai cho toan bod may chu,
may tram trong hé théng mang. Trong d6, can wu tién cac hé thong tin c6 dia chi
IP nam trong Danh sach IP mang Botnet dugc S& GDDT, Sé Thong tin va Truyén
thong canh bao hang thang hozc dot xuat.

4. Chii dong ra soét cac 16 hong, diém yéu trén cac hé thong thong tin thudce
pham vi quan 1y va trién khai cac giai phap phong ngtra va khéc phuc triét dé cac
16 hé)ng, diém yéu da dugc Cuc An toan thong tin, B Thong tin va Truyén canh
béo, dic biét nhu: 16 hong anh hudng nghiém trong trong F5 BIG-IP (Vin ban sb
1943/CATTT-NCSC ngay 01/11/2023 cua Cuc An toan thong tin), 15 hong
zeroday trong hé thong Zimba (vin ban sb 2216/CATTT-NCSC ngay 12/12/2023
ctia Cuc An toan thong tin) va cac 15 héng bao mat anh hudng mirc cao va nghiém
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trong trong cac san pham Microsoft tir thang 5 dén thang 11 nam 2023.

5. Str dung va khai thac hiéu qua Nén tang Piéu phdi xtr 1y su ¢ an toan
thong tin mang qudc gia (IRLab) va Nén tang Ho trg dicu tra s6 (DFLab) trong
cong tac diéu phoi va xur 1y su ¢6 tan cong mang.

6. To chirc tuyén truyén, nang cao nhan thirc co ban k§ ning vé an toan
thong tin mang, canh giac vé thong tin xau doc, tin gia va thong tin Itra dao trén
khong gian mang cho cén bd thudc co quan quan 1y.

7. Khi gip su cb hodc co van dé phat sinh, can hd tro xur ly, dé nghi lién h¢
ngay v6i S6 GDDT, S Thong tin va Truyen thong, Bo Thong tin va Truyén thong
(Cuc An toan thong tin) qua cac dau mbi sau day:

- Trung tdm Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC):
dién thoai (024) 3640.4421 hoac so dién thoai tryc duong day nong ng cuu su
c0 086.9100.317, email: ir@vncert.vn.

- Trung tam Giam sat an toan khong gian mang quéc gia (NCSC), dién
thoai: (024) 3209.1616 hoac so6 dién thoai truc duong day néng ho tro giam sat,
canh bao sém 033.6666.905, thu dién tu: ais@mic.gov.vn.

S¢ Thong tin va Truyén théng: dng Nguyén Pong Huy (Truong Phong Ha
tang k¥ thuat va An toan thong tin - Trung thm Théng tin va Truyén thdng, so
dién thoai 0984.462472).

Trong qua trinh trién khai thuc hién, néu c6 vuéng mac de nghi lién hé vé Vian
phong S& (qua dong chi Pham DBuc Tinh, so dién thoai 0904.185.683) la dau moi
phoi hop, trao doi thong tin.

S¢ GDPT yéu cau Thu trudng cac don vi quan tdm phdi hop thuc hién./.

Noi nhan: KT. GIAM DOC
- Nhu trén; 0 A A
- UBND TP (dé blc);

-So TTTT (dé p/h);

- GD, cac PGD S¢ (dé b/c);
- Luu: VT.

am Qudc Hiéu
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