UBND THANH PHO HAI PHONG CONG HOA XA HOQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Poc 1ap - T do - Hanh phic

S6:1732 /SGDBT-VP Hai Phong, ngay 12 thang 6 nam 2024
VIV tang cuong bao mat tai khoan
ding nhap céc phan mém do Nganh GDDT
cung cép

Kinh gtri :
- Truong phong CMNV co quan So;
- Trudng phong GD&DT quan, huyén;
- Hiéu truong truong THPT, PT nhiéu cap;
- Giam débc trung tdm GDTX céc quan, huyén;
- Thu trudng cac don vi tryc thudc.

Thyc hién Quyét dinh s6 1939/QD-SGDDT ngay 31/12/2022 ciia S¢ Gido
duc va Pao tao v€ viec ban hanh Quy ché dam bdo an toan thong tin mang cua
S¢ Gido duc va PBao tao (GDDT) Hai Phong.

Qua ra soat, hién tai cac tai khoan phan mém, hé thong thong tin do S&
GDDT cung cap cd nguy co 16 lot thong tin tir cac tai khoan quan tri, tai khoan
ca nhan. Nham nang cao mirc d6 an toan va bao mat thong tin trén hé thong
phan mém dang sir dung tai cac don vi gido duyc trén dia ban thanh phd, So
GDDT dé nghi Thu truéng cac don vi chi dao tat ca cong chure, vién chirc, hoc
sinh va nguoi lao dong thuc hién mot s6 ndi dung sau:

1. Phan cong can bd co trinh d§ chuyén mon, phém chét chinh tri quan tri
cac phan mém do S& GDDT cung cap, tai khoan mang xa hdi cua don vi dang
quan tri.

2. Tuén thu huong dan bao mat cua nha cung cdp nhu quy dinh vé thiét
lap mat khau gom: chit thuong, chir in, s6, ky tu dic biét, ¢ dai mat khau, dinh
ky thay d6i mat khau, gio1 han s6 lan nhap sai mat khau, khong dé tén dang nhép
va mét khau mic dinh, d& doan; bat tinh nang canh bao dang nhap trén thict bi la
(néu c0), khong sir dung mot mat khau cho nhiéu ung dung, dich vy, trang web;
cap nhat day du phién ban mdi cta tng dung.

3. Cai dat va su dung cac phan mém diét virus c6 ban quyen thuong
xuyén ra quét virus, ma doc; tuyét d6i khong kich vao duong dan la, tin nhin
kém duong dan la, doc thu dién tir tir dia chi la; khong hru thong tin ding nhap
cua tai khoan vao trinh duyét web, khi khong su dung phai dang xuat khoi tai
khoan; khong tai phan mém tur cac website khong chinh thong, website trung
gian, cac file tir ngudi la giri qua tin nhin hodc thu dién tir la.

4. Sur dung giao thirc HTTPS cho website, thiét lap co ché xac thuc 2
budc (theo hwéng din phu luc giri kém doi véi Cong théng tin dién tir, trang
théng tin dién tr ciia cdc don vi). Vi cac trang/cong thong tin dé nghi danh gia
va gan nhin chimg nhan tin nhiém mang nhim ting cudng mic do uy tin cua
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cac website déi voi nguoi dén, va dé hd tro ngan chan viée loi dung tén mién
thye hién cac hanh vi lira dao. Pi voi céc trang facebook (fanpage) nén tao lap
riéng 02 tai khoan facebook ca nhan chinh danh dé ndm quyén quan trj vién, tai
khoan ndy phuc vu nim quyén quan tri trang va du phong, khong sir dung céc tai
khoan nay vao muc dichkhac. Cac tai khoan khac chi dugc phan quyén bién tap,
khong phan quyén thém hoic x6a thanh vién.

5. Thudng xuyén tuyén truyén nang cao y thirc canh giac trong cong tic
bao mat, bdo dam an ninh, an toan thong tin, dang tai, chia sé, cung cép thong
tin trong qua trinh st dung mang xa hoi ddi voi can bo cong chtrc, vién chire,
nguoi lao dong trong co quan.

6. Khi don vi c6 nhu cau xay dung h¢ thong phan mém phuc vy cong tac
quan Iy; yéu cau cac don vi cung cip phin mém pha1 dam bao viéc bdo mat
thong tin, xay dung cac tinh nang nang cao ddi Vo1 vige thiét 1ap dang nhap (yéu
cau vé mat khau, bao mat 02 16p), dam bao yéu cau vé an toan thong tin... trudc
khi dua vao str dung.

S& GDPT dé nghi thu truéng cac don vi gido duc chi dao thuc hién
nghiém tic cac nhiém vy néu trén. Trong qua trinh trién khai thue hién, néu co
vuéng mac dé nghi lién hé Van phong S& dé duge hudng dan dé thuc hién qua
dong chi Pham Ptc Tinh - Nhan vién vian phong So, sd dién thoai
0904.185.683, Email: phamductinh@haiphong.edu.vn.

Tréan trong./.

Noinhgn: KT. GIAM DOC
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