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$6:1832 /SGDDT-VP Hai Phong, ngay 21 thang6 nam 2024

V/v nang cao cong tac bao dam an toan
thong tin mang trén dia ban thanh pho

Kinh gui:
- Trudng cac phong co quan So;
- Truéng phong GDDBT cac quan, huyén;
- Hiéu truong trudng THPT, PT nhiéu cap hoc:
- Giam déc trung tam GDNN-GDTX céc quan, huyén;
- Tha trudng cac don vi truc thudc.

Ngay 19/6/2024, S¢ Gido duc va bao tao nhén dugc Van ban sb
1327/STTTT-BCVT cua S¢ Thdng tin va Truyéen thdng ve viéc nang cao cong tac
bao dam an toan thong tin mang trén dia ban thanh pho (g kém theo);

S& Gido duc va Pao tao dé nghi cac dong chi Truong cac phong co quan
S&, Thu truong cac don vi chi dao don vi quan tim, trién khai thuc hién mot sd
noi dung sau:

1. Xay dung Ho so dé xuét cap do theo hudng dan tai Thong tu sb
12/2022/TT-BTTTT ngay 12/8/2022 ctia B6 Thong tin va Truyén thong trinh cap
c6 tham quyén phé duyét theo quy dinh.

2. Xay dung ké hoach, bd tri nguén luc, kinh phi dé t6 chire tap huén, kiém
tra, danh gia an toan thong tin d6i v6i cac hé thong thong tin chua thuc hién kiém
tra, danh gia dinh ky (16i thiéu 01 1an/02 nam doi véi hé thong cdp do 1, cap do
2; 16i thiéu 01 lan/O] nam doi voi hé thong cdp do 3); Kip thot khic phuc céc ton
tai, 10 hong, dlem yéu nham phong ngua cac sy cb tan cong mang, dic biét 1 cac
hé thong cung cép dich vy truc tuyén cho ngudi dan va doanh nghiép.

3. Xay dyung ké hoach kinh phi, t6 chirc dién tap thuc chién an toan thong
tin d6i v4i cac hé théng thong tin thugc pham vi quan ly theo chi dao tai Chi thi
so 18/CT-TTg ngay 13/8/2022 vé day manh trién khai cac hoat dong tng clru sy
cd an toan thong tin mang Viét Nam va Ké hoach s6 200/KH-UBND ngay
17/7/2023 ctia Uy ban nhan dan thanh phé (it nhdt 01 lan/01 nam).

4. Thyc hi¢n xay dung ké hoach Ung pho su ¢ dbi voi cac hé théng thong
tin thuc pham vi quan ly. Kip thoi cap nhat phuong an xur Iy sy cd tuong ing voi
loai su co/hlnh thire tn cong mang, dic biét 1a cac phuong an ng pho sy ¢6 d6i
vOi nguy co tan cong ma doc/ma hoa tdng tién (ransomware), tin cong chiém
quyén diéu khién, thay doi giao dién,..

5. Tang cuong giam sat va san sang cac phuong an xu ly khi phat hién co
dau hiéu bi cai cam, khai thac, tAn cong mang; dong thot thuong xuyén theo doi
kénh canh bao cua cac co quan chirc nang va cac t6 chtrc 10n vé an toan thong tin
dé phat hién kip thoi cac nguy co tdn cong mang. Thuc hién dang ky trén hé thong
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Tin nhiém mang cua Trung tdm Gidm sat an toan khong gian mang qudc gia
(NCSC) tai dia chi https://tinnhiemmang.vn/.

6. Trién khai mang truyén s liéu chuyén dung theo Quyét dinh so
08/2023/QD-TTg ngay 05/4/2023 cta Thi tuéng Chinh phu vé Mang truyen sO
liéu chuyén dung phuc vu cac co quan Dang, Nha nuéc; K& hoach sb 72/KH-
UBND ngay 23/3/2022 cta Uy ban nhan dan thanh phd Vé viéc trién khai Mang
truyén s6 licu chuyén dung trén dia ban thanh phé Hai Phong. Thuc hién kiém tra,
chuan bi cac diéu kién, trang thiét bi, nang cap ‘mang ndi by, thyc hi¢n két nbi hé
théng mang ndi by voi hé thong mang truyén sb liéu chuyén dung thanh phd chay
[Pv6, trudéc mat dua mot sé Gmg dung nhu: Hoi nghi truyén hinh, ma doc tap
trung,..).

S¢ Gido duc va Pao tao dé nghi Thu truéng cadc don vi quan tam chi dao
thuc hién./.

Noi nhn: KT. GIAM POC
~Nhutrén; PHO GIAM POC
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- Luu: VT.

Pham Quéc Hiéu
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