UBND THANH PHO HAI PHONG CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Déc 1ap — Tu do — Hanh phiic

S6:1752 /SGDPT-GDTX&DPH Hdi Phong, ngay 13 thang 6  ndm 2024

VIV tang cuong cong tac dam bao
an toan, an ninh dir liéu tai cac co
s& gido duc trén dja ban thanh phd
Kinh gri:
- Truong phong truc thude S& GDDT;
- Trudng phong Phong GDPT quan/huyén;
- Hiéu truong trudng Pho thong truc thude So;
- Giam d6c TT GDTX Hai Phong;
- Giam ddc cac TT GDNN-GDTX quan/huyén
- Hiéu trudng trudng nudi day tré em Khiém thi Hai Phong;
- Hiéu truong truong Khiém thinh HP;
- Giam doc TT Giéo duc k¥ thuat tong hop hudng
nghiép va Bo6i dudng nha gido;
- Giam dbc cac Trung tam ngoai ngtr, Tin hoc, Gido duc
k¥ nang song, Hoat dong gido duc ngoai gio chinh khoa.

S¢ Gido duc va Pao tao (GDDT) di ban hanh Vin ban sb 179/SGDDT-
GDTX&DPH ngay 16/01/2024 vé viéc huéng dan cac giai phap ting cuong bao dam
an toan tai khoan truy cap cac hé thong quan 1y gido duc. Tuy nhién qua cong tac dam
bao an ninh, an toan thong tin, Cong an thanh phd phat hién tinh trang 19, lot thong tin
db1 v6i mot sb tai khoan ding nhép cac hé théng quan 1y gido duc (tén mién truy cip
*.haiphong.edu.vn).

Viéc 19, lot thong tin dbi véi tai khoan dang nhap da vi pham nghiém trong c4c
quy dinh ctia Luat An ninh mang va qua do6 tin tc co thé dang tai cac tép tin ma doc,
cac tép tin c6 ndi dung sai trai gy ton hai rat 16n dén dit liéu va uy tin ctia nganh.

Trén co so d6, S& GDDT yéu cau cac don vi thue hién ngay cac ndi dung sau:

1. Tang cudng tuyén truyén toi toan thé cong chirc, vién chirc, ngudi lao dong
cua don vi vé tAm quan trong cuia cong tdc bao mat, an toan thong tin. Xac dinh day la
nhiém vu quan trong bao v¢ dir liéu va uy tin ciia nganh. Thu truéng co so giao duc
chiu trach nhiém cao nhat vé an ninh, toan ven dit liéu déi v6i cac hé théng quan ly
gido duc duoc phan cap quan 1y.

2. Thuc hién ra soat, lam sach dbi véi cac may tinh cua don vi st dung dé dang
nhap cac hé thdng quan 1y gido duc ((1) ¢é kiém sodt nguwoi dimg théng qua tdi khodn
ddng nhdp mdy tinh; (2) khong cai dat cdc phdn mém c6 nguon goc thiéu tin tuéng;

(3) cai ddt cdc phan mém diét virut, chong gian diép Va dwoc cdp nhdt thwong Xuyén).



3. Thyc hién ra soat cac tai khoan theo phan cap quan 1y dam bao vé quyén han
tuong ung voi chirc nang, nhiém vu dugc phan cong. Ngay khi can bo, gido vién khong
con thye hién nhiém vu duoc giao, don vi thyuc hién thu héi tai khoan da cap trude do.
Tuyét d6i khong dé phat sinh hién tuong nhiéu ngudi ciing dung chung 01 tai khoan
truy cap hé théng.

4. Thuc hién ngay viéc doi mat khau dang nhap cac hé théng quan 1y gido duc
dbi véi cac tai khoan ca nhan (don vi) theo phan cip quan 1y (yéu cau mdt khdu sie
dung la mdt khau manh véi quy dinh: (1) t6i thiéu 8 ky tw; (2) mdt khdu phdi bao gom
cdc ky tie: bao gom s6 (0-9), chir cdi thuong (a-z), chik cdi hoa (A-Z) va cdc ky tw déc
biét (@#8%"....)); thay d6i mat khau dinh ky 03 thang 1 lan.

5. Nghiém tac thuc hién céc chi dao ctia S& GDDT tai cac Vian ban: Vin ban sb
179/SGDDT-GDTX&DPH ngay 16/01/2024 vé viéc hudng dan cac giai phéap tiang
cuong bao dam an toan tai khoan truy cap cac hé théng quan 1y gido duc; Vin ban sb
1544/SGDDT-VP ngay 27/5/2024 vé viéc dam bao an ninh, an toan théng tin trong
quan ly, sir dung man hinh Led tai cac don vi.

Giam dc S& GDDT yéu cau Trudng phong tryc thude Sd GDDT; Trudng phong
Phong GDPT quan/huyén chi dao cac co sé giao duc theo phan cip quan ly; Hiéu
truong trudng Pho thong truc thude Sé; Giam doe TT GDTX Hai Phong; Giam déc cac
TT GDNN-GDTX quan/huyén; Hiéu trudng truong nudi day tré em Khiém thi Hai
Phong; Hiéu trudng trudng Khiém thinh HP; Giam doc TT Gido duc k¥ thuat tong hop
hudng nghi¢p va Boi dudng nha gido; Giam dbe cac Trung tam ngoai ngir, Tin hoc,
Gi4o duc k¥ ning song, Hoat dong gido duc ngoai gid chinh khéa nghiém tic thyuc hién.

Trong qué trinh thyc hién c¢6 vuéng mic, dé nghi lién hé S& GDPT (qua
Phong Gido duc thuong xuyén va Pai hoc, s6 dién thoai: 09360013 79) dé dugc hd
tro kip thoi.

Tran trong./.

Noi nhan:

- Nhu trén;

- UBND quéan/huyén (dé phdi hop chi dao).
- Ban Chi dao CPS S¢ GDDT;

- Luu: VT, P.GDTX&DPH.
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