UBND HUYEN AN LAO CONG HOA XA HOI CHU NGHIA VIET NAM
PHONG GIAO DUC VA PAO TAO Poc lap — Tu do — Hanh phac

S6: 25 /PGDDT An Lo, ngay 13 thang 01 nam 2025
V/v tang cudng cong tac bao dam an
toan thdng tin mang hudng toi dip Tét
Nguyén dan At Ty va Lé ky niém 95
ndm thanh 1ap Bang Cong san Viét Nam

Kinh gtri: Hi€u trudng céac truong MN, TH, THCS, TH&THCS

Thuc hién Coéng vin s6 29/SGDPT-VP ngay 02/01/2025 cta S& Gido duc va
Pao tao vé viée ting cudng cong tac bao dam an toan thong tin mang hudng t6i dip
Tét Nguyén dan At Ty va L& ky niém 95 nam thanh 1ap Pang Cong san Viét Nam,
Phong Gido duc va Pao tao (GD&DT) dé nghi Hiéu trudng cac don vi ting cuong
trién khai cong tac bao dam an toan thong tin mang cho cac h¢ thng thong tin thudc
pham vi quan 1y nham phong, chong nguy co mat an toan thong tin mang xay ra
trong thoi gian hudng t6i dip Tét Nguyén dan At Ty va L& ky niém 95 nam thanh
1ap Pang Cong san Viét Nam (03/02/1930 - 03/02/2025), cu thé nhu sau:

1. T6 chtic cac hoat dong tuyén truyén, nang cao nhan thirc ky nang co ban vé
an toan thong tin mang; Nhan biét, canh giac trudc thong tin xau doc, tin gia, théng
tin xuyén tac, chéng pha, chinh sach ciia Pang va Nha nudc; Phong, chong lira dao
trén khong gian mang cho toan thé can bo, gido vién, nhan vién, hoc sinh va ngudi
lao dong ctiia don vi quan ly.

2. Ra soat cac hé théng thong tin, ‘bao dam cac hé thong thong tin duoc trlen
khai day du cac bién phap bao v¢ theo cap d6 an toan. Chu dong ra soat, xir 1y, trién
khai cac giai phap nham khac phuc triét dé cac 16 hong an toan thong tin mang, dic
biét 1a cac 16 hong da dugc So Thong tin va Truyén thong canh bao va chu dong thuc
hién sin ling mdi nguy hai tiém én trong hé thong hodc tai dia chi
https://khonggianmang.vn/canhbaoattt/, nén tang B1eu phéi xir Iy su ¢b an toan
thong tin mang qudc gia (IRlab.vn) va tir cac co quan, to chie lién quan cung cap.

3. T6 chirc lyc luong tai chd truc giam sat, hd tro, tng ciru va khic phuc su
cb an toan thong tin mang 24/7; Chu dong theo ddi thuong xuyen, lién tuc cac h¢
théng giam sat an toan théng tin tap trung, hé théng phong, chéng ma ddc tap trung
dam bao xir Iy, khac phuc kip thoi tin cong mang, canh bao ma doc dugc xac minh.

4. Ra soat, kiém tra va boc g& cac phan mém ddc hai cho toan bo may chu,
may tram trong h¢ thong mang. Trong d6, can uu tién cac hé thong tin c6 dia chi IP
nam trong Danh sach IP mang Botnet dugc S6 GD&DT, S¢ Thong tin va Truyén
thong canh bao hang thang hodc dot xuat.

5. Khi gip su c6 hodic co van dé phat sinh, can hd tro xir Iy, dé nghi lién hé
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ngay voi S¢ Thong tin va Trgyén thong, Bo Thong tin va Truyén thong (Cuc An
toan thong tin) qua cac dau moi sau day:

w - Rhéng An toan hé théng thong tin, s6 dién thoai truc duong day nong hd tro
tong thé cac giai phdp an toan thong tin 0888.133.359, thu di¢n tu:
athttt@mic.gov.vn.

- Trung tdim Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CO):
dién thoai (024) 3640.4421 hodc so6 dién thoai truc duong day nong g clru su co
086.9100.317, email: ir@vncert.vn.

- Trung tam Giam sat an toan khong gian mang qudc gia (NCSC), dién thoai:
(024) 3209.1616 hoac so dién thoai truc duong diy néng hd trg giam sat, canh bao
som 033.6666.905, thu dién tu: ais@mic.gov.vn.

- SO Thong tin va Truyén thong: ong Nguyén Pong Huy, Phé Giam dbc Trung
tam Thong tin va Truyén thong, s6 di¢n thoai 0984.462472.

- S& GD&DT: 6ng Tran Tién Chinh, Chanh Vin phong S¢, s6 dién thoai
0914.463645.

- Phong GD&PT: ba Nguyén Thi Thu Huong, Pho Truong phong, sé dién
thoai 0778.471826.

Phong GD&DT An Lo dé nghi Hiéu truong cac don vi trién khai, thuc hién./.

Noi nhin: KT TRUONG PHONG
- Nhu trén; 0 ¢
- Luu: VT.
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