_ UBND THANH PHO HAI PHONG CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc 1ap - Tw do - Hanh phic

S6:03 /STTTT-BCVT Hai Phong, ngay 02 thang Olnam 2025
V/v Tang cudng cong tac bao dam an toan thong tin
mang hudng téi dip Tét Nguyén dan At Ty va L& ky
ni¢m 95 nam thanh 13p Pang Cong san Viét Nam

Kinh gui:
- Céc co quan Pang thanh phé;
- Cac co quan Trung wong t chtc theo nganh doc;
- Céc S, ban, nganh;
- Cac Quan uy, Huyén uy, UBND cac quan, huyén;
- Cac don vi su nghiép thanh phé;
- Céc t6 chuc chinh tri, xa hoi, doanh nghiép.

Thuc hién chi dao cia B Thong tin va Truyén thong tai Van ban )
5644/BTTTT-CATTT ngay 29/12/2024; Vian ban s6 9742/VP-KSTTHC ngay
31/12/2024 caa Uy ban nhan dan thanh phd vé viéc Ting cudng cong tic bao dam
an toan thong tin mang hudng téi dip Tét Duong lich 2025, Tét Nguyén dan At
Ty va L& ky niém 95 nim thanh 1ap Pang Cong san Viét Nam.

Nham phong, chdng nguy co mat an toan thong tin mang xdy ra trong thoi
gian hudng t6i dip Tét Nguyén dan At Ty va L& ky niém 95 nam thanh lap Pang
Cong san Viét Nam (03/02/1930 - 03/02/2025). Pang va Nha nudc dang khan
treong, gap rat thyc hién nhiéu chu truong 16n dé dua dat nude manh mé tién vao
Ky nguyén méi - Ky nguyén vuon minh cta dan toc. Pay chinh 13 thoi diém céac
thé luc thu dich loi dung nham tan cong cac h¢ théng thong tin, hé théng thong
tin quan trong va dua ra luin diéu xuyén tac, chong phé chinh sach cua Pang va
Nha nudc trén khong gian mang. S& Thong tin va Truyén thong dé nghi cac co
quan, to chirc, doanh nghiép tang cudng trién khai cong tic biao dam an toan thong

tin mang cho cac h¢ théng thong tin thudc pham vi quan ly, cu thé:

a) T chire cac hoat dong tuyén truyén, nang cao nhan thirc k¥ ning co ban
vé an toan thong tin mang; Nhéan biét, canh giac trude thong tin x4u ddc, tin gia,
thong tin xuyén tac, chdng pha, chinh sach cua Pang va Nha nuéc; Phong, chéng
Itra ddo trén khong gian mang cho toan thé can bo, cong chuc, vién chirc, nguoi

lao dong cua co quan va nguoi dan trén dia ban quan 1y.

b) Ra soat cac hé thong thong tin, bao dam cac hé théng thong tin dugc trién

khai ddy du céc bién phap bao vé theo cdp do an toan. Chu dong ra soat, xt 1y,



trién khai cac giai phap nhiam khic phuc triét dé cac 16 hong an toan théng tin
mang, dic biét 1a cac 16 hong di dugc S¢ Thong tin va Truyén thong canh bao va
chu dong thuc hién san ling méi nguy hai tiém an trong hé thong hodc tai dia chi
https://khonggianmang.vn/canhbaoattt/, Nén tang Diéu phdi xtr 1y su ¢b an toan

thong tin mang qudc gia (IRlab.vn) va tir cic co quan, tO chirc lién quan cung cap.

c) T chue lyc luong tai chd truc giam sat, hd trg, img ctru va khéc phuc su
c¢d an toan thong tin mang 24/7; Cha dong theo doi thuong xuyén, lién tuc cac hé
théng giam sat an toan thong tin tap trung, hé thong phong, chéng ma doc tap
trung dam bao xtr 1y, khic phuc kip thoi tan cong mang, canh bao ma doc dugc

xac minh.

d) Ra soat, kiém tra va boc g& cac phan mém doc hai cho toan bd may chu,
may tram trong hé théng mang. Trong do, cAn uu tién cac hé thong tin co dia chi
IP ndm trong Danh sach IP mang Botnet dugc S& Thong tin va Truyén thong canh

bao hang thang hoic dot xuat.

2. Céac don vi doanh nghiép cung cap cung cap dich vu Internet, vién thong
thuc hién:

b) Trién khai cac bién phap k¥ thuat & murc cao nhit nham phat hién, chin
loc, ngan chan hoat dong tAn cong mang, phat tan thong tin x4u doc, thong tin vi

pham phap luat trén hé théng thong tin, ha ting mang ludi thudc pham vi quan 1y.

¢) Tang cudng theo ddi, cap nhat, xtr Iy cac phan anh, khiéu nai ctia ngudi
dung vé tin nhan réac, cudc goi rac, dac biét 1a tin nhén ltra dao, cude goi ltra dao
qua hé thong tiép nhan phan anh tin nhin rac, cudc goi rac do Bo Thong tin va
Truyén théng (Cuc An toan thong tin) chia sé; Xt 1y quyét liét, triét dé cac truong
hop phat tan tin nhan réac, tin nhin Lra dao, cudc goi rac, cudc goi lira dao ma

nguoi dung phan anh.

d) Thuc hién nghiém va kip thoi cac bién phap xir 1y theo yéu cau ctiia Bo
Thong tin va Truyén thong, S¢ Thong tin va Truyén thong va co quan chirc ning
c6 tham quyén.

3. Khi gdp su ¢b hodc c6 van dé phat sinh, can hd trg xtr Iy, dé nghi lién hé
ngay v6i S¢ Thong tin va Truyén théng, B Thong tin va Truyén théng (Cuc An
toan thong tin) qua cac dau mdi sau day:



- Phong An toan hé théng thong tin, sé dién thoai truc duong ddy nong hd
tro tong thé cac giai phap an toan thong tin 0888.133.359, thu dién tu:
athttt@mic.gov.vn.

- Trung tim Ung ctru khan c4p khong gian mang Viét Nam (VNCERT/CC):
dién thoai (024) 3640.4421 hoac sb dién thoai truc dudng day ndéng ing clru su
b 086.9100.317, email: ir@vncert.vn.

- Trung tdm Giam sat an toan khong gian mang qudc gia (NCSC), dién
thoai: (024) 3209.1616 hodc s dién thoai truc dudng diy néng hd tro giam sat,
canh bao sém 033.6666.905, thu dién tir: ais@mic.gov.vn.

- S& Thong tin va Truyén thong: ong Nguyén Pong Huy (Phé Giam doc
Trung tAm Thong tin va Truyén thong, s6 dién thoai 0984.462472).

Tran trong./.

Noi nhgn: KT. GIAM POC

- Nhu trén; A . A

- UBND thanh phé (dé b/c); HO SR
- Tiéu ban An toan, An ninh mang (dé b/c); N
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- Trung tam TT&TT;
- Luu: VT, BCVT.




Phu luc
DANH SACH CAC PON VI NHAN VAN BAN
(Kém theo Céng van sé /STTTT-BCVT ngay — / /2025
ciia S6 Théng tin va Truyén thong)

STT TEN PON VI

Khéi cac co' quan quan Iy nha nwéc truc thudc Uy ban nhan dan thanh phé

1. | Vian phong Hoi dong nhan dan va Poan dai biéu Quac hoi

2. | Van phong Uy ban nhan dan thanh phé

3. | S0 Cong thuong

4. | So Giao duc va bao tao

5. | S¢ Giao thong van tai

6. | SO Ké hoach va Pau tu

7. | So Khoa hoc va Cong nghé

8. | So Lao dong - Thuong binh va Xa hoi

9. | S¢ Ngoai vu

10. | S Noi vu

11. | S& N6ng nghiép va Phat trién nong thon

12. | S¢ Du lich

13. | So Tai chinh

14. | S¢ Tai nguyén va Moi truong

15. | S¢ Thong tin va Truyén thong

16. | S Tu phap

17. | S& Vian hoa va Thé thao

18. | S& Xay dung

19. | So Y té




20. | Ban quan ly khu kinh té

21. | Thanh tra thanh phé

22. | Quy Phong, chdng thién tai thanh phé Hai Phong

23. | Ban Chi huy Phong, chng Thién tai va Tim kiém ciu nan thanh phé
Hai Phong

24. | Quy bao vé va Phat trién ring

25. | Ban An toan giao thong

26. | Van phong Diéu phéi xay dung nong thén méi thanh pho

Quan ay, Huyén 1y, Uy ban nhan dan cac quan, huyén

1. | Quan Ngd Quyén

2. | Quan Hong Bang

Quan Do Son

3
4. | Quan Duong Kinh
5

Quan Kién An

6. | Quan Hai An

7. | Quan Lé Chan

8. | Huyén An Duong

9. | Huyén Cat Hai

10. | Huyén An Lé&o

11. | Huyén Tién Lang

12. | Huyén Thuy Nguyén

13. | Huyén Vinh Bao

14. | Huyén Kién Thay

15. | Huyén Bach Long V¥




Khdi cac co quan quan 1y nha nwée Trung wong déng trén dia ban thanh
phé

1. | Bao hiém x4 hoi thanh phd

2. | Bo Chi huy Quan su thanh pho

3. | Bo Chi huy B0 doi bién phong Hai Phong
4. | Chi nhanh Ngan hang nha nuéc Hai Phong
5. | Céng an thanh phd

6. | Cuc Thué thanh pho

7. | Cuc Hai quan Hai Phong

8. | Cuc Thong ké

9. | Cuc Thi hanh an dan su thanh phé

10. | Vién kiém sé&t nhan dan thanh phd

11. | Toa &4n nhan dan thanh phd

12. | Cuc Quan ly Thi truong

13. | Kho bac Nha nudc

Khéi cac co quan Pang thanh phé

1. | Van phong Thanh uy

2. | Ban Noi chinh Thanh ay

Ban Tuyén giao Thanh ay

B~ w

Ban Dan van Thanh uy

5. | Ban T6 chuc Thanh ay

6. | Uy ban kiém tra Thanh ay

7. | Bao Hai Phong

Khéi cac don vi sw nghiép thudc Uy ban nhan dan thanh phé

1. | Vuon Quéc gia Céat Ba




2. | Truong Pai hoc Hai Phong

3. | Dai Phat thanh va Truyén hinh Hai Phong

4. | Truong Cao dang Ky thuat Hai Phong

5. | Truong Cao dang Y té Hai Phong

6. | Truong Cao dang Kinh té Hai Phong

7. | Quy Pau tu phét trien Hai Phong

8. | Nha Xuat ban Hai Phong

9. | Ban Quan ly du an Phat trién d6 thi va Dau tu xay dung cong trinh dan
dung

10. | Ban Quan ly du an dau tu xay dung cac cong trinh giao thong Hai
Phong

11. Baﬁn Quan Iy du 4n Pau tu xay dung cong trinh Néng nghiép va Phat
trién ndng thon

12. | Ban Quan ly du an Pau tu xay dung ha tang d6 thi va Khu kinh té, khu

cdng nghiép Hai Phong

To chikc chinh tri, x4 hoi

1. | Uy ban Mat tran T6 quoc Vigt Nam thanh phd
2. | Lién doan Lao dong thanh pho
3. | Poan Thanh nién Cong san Ho Chi Minh thanh phé
4. | Hoi Nong dan thanh phé
Hoi cuu chién binh thanh pho
6. | Hoi Lién hiép Phu nit thanh pho
7. | Lién Minh Hop tac xa Doanh nghiép
8. | Lién hiép cac Hoi Khoa hoc Ky thuat thanh pho
9. | Hbi chit thap do thanh pho




Doanh nghiép nha nwéc do Cha tich Uy ban nhan dan thanh phé ky Quyét
dinh thanh lap

1. | Céngty TNHH MTV Khai thac cdng trinh thay loi An Hai

2. | Cong ty TNHH MTV Khai thac cong trinh thuy loi BDa Do

3. | Cong ty TNHH MTV Khai thac cong trinh thay lgi Thuy Nguyén
4. | Congty TNHH MTYV Khai thac cbng trinh thay lgi Tién Lang

5. | Congty TNHH MTYV Khai thac cong trinh thay lgi Vinh Bao

6. | Congty TNHH MTV X4 s6 Hai Phong
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