UBND THANH PHO HAIPHONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA DAO TAO Poc 1ap - Tw do — Hanh phic

S6:9236SGDDT-VP Hai Phong, ngay 02 thang 12 ndm 2025

V/Iv thdng b&o tinh hinh an toan, an ninh
mang thang 11/2025

Kinh gri:

Uy ban nhan dan x3, phuong, dic khu;

Cac truong Mam non, Tiéu hoc, THCS, THPT;
Pon vi truc thudc;

Céc truong Trung cap, Cao dang, Pai hoc.

Thyc hién Van ‘pém sO 5869/CAHP-ANM ngay 24/11/2025 cia Cong an
thanh pho Hai Phong vé thong bao tinh hinh an toan, an ninh mang thang 11/2025,
dé tang cuong cong tac bao dam an toan, an ninh mang trong toan nganh Giao duc
va Pao tao, S6 GDDT yéu cau cac don vi thuc hién mot sb ndi dung sau:

I. TINH HINH AN NINH MANG NOI BAT

~ Theo thdng béo cua Cong an thanh phd, trong thang 11/2025 d ghi nhan
nhi€u sy ¢ va nguy co mat an toan thong tin dang cha y:

1.Su cb Cloudflare ngay 18/11/2025 gay gian doan nhiéu nén tang truc tuyén
toan cau gan 6 gio

2. Chién dich lira dao qua email mao danh Facebook/Meta nhidm vao doanh
nghiép.

3. M doc RedTiger tan cong Discord va danh cip thong tin thanh toan
4. Tién ich Chrome doc hai gid mao vi Ethereum
5. Nhiéu 16 hong bao mat nghiém trong dugc phat hién trong:

- Cong cu két xuét dd hoa Blink ctia Chromium (anh huong Chrome, Edge,
Brave...)

- Nén tang DNN (DotNetNuke)

- ASP.NET Core cua Microsoft

- Windows Kernel

- Phan mém thu vién Samsung

II. YEU CAU POI VOI CAC CO SO GIAO DUC

1. Ra soat, kiém tra h¢ thong

- Tién hanh ra soat toan b hé théng CNTT, trang thong tin dién tir, cong
thong tin ciia don vi

- Kiém tra va cap nhéat cac ban va bao mat cho hé diéu hanh, ph::fln mém ung
dung


https://asp.net/

- Panh gia mirc d an toan cila cac hé thong quan 1y hoc tap, quan tri nha
truong

2. Tang cwong bién phap bao mat

- Thuc hién sao luu dit li€u dinh ky

- CAu hinh tuong lira, hé thong phat hién xam nhap
- Ra soat va cling ¢ cac tai khoan quan tri

3. Nang cao nhan thirc

- T6 chirc tuyén truyén, phé bién cho can bo, gido vién, nhan vién vé cac
nguy co mat an toan théng tin

- Hudng dan hoc sinh, sinh vién sit dung Internet an toan

I11. LIEN HE HO TRQ

Trong qua trinh thyc hién, néu c6 kho khan, vuong mic, cac don vi co thé
lién hé:

Cong an thanh phé Hai Phong: Phong An ninh mang va phong chdng toi
pham sir dung cong nghé cao

- Pia chi: S6 55 Bén Binh, Hong Bang, Hai Phong

- Dién thoai: 069.278.5415

S& Giao duc va Bao tao Hai Phong tran trong thdng bao./.

Noi nhén: KT. GIAM POC
- Nhu trén; , , -
- Luu: VT, VP. PHO GIAM DOC

Ubng Minh Long
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