UBND THANH PHO HAI PHONG CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Djc 1ap — Tw do — Hanh phic

36:2492 /SGDDT-GDTX,GDNN&DPH Hai Phong, ngay 25 thang4  ndm 2024

VIV tang cuong bao dam an toan an
ninh dir liéu d6i voi Hé thong CSDL
GDDT Hai Phong va cac hé thong
phan mém chuyén nganh khéc
Kinh gtri:

- Trudong phong truc thudc S& GDDPT;
- Trudng phong Phong GDDT quan/huyén’;
- Hiéu truong trudng Pho thong truc thude So;
- Giam ddc cac TT GDNN-GDTX quan/huyén?;
- Lanh dao cac don vi truc thudc So;
- Giam ddc cac Trung tdm ngoai ngfr, Tin hoc, Giao duc
k¥ ning sng, Hoat dong gido duc ngoai gio chinh khoa.

Qua ra soat ndi bo, S¢ Giao duc va Pao tao (GDDT) phat hién hién tuong
mét an ninh, an toan thong tin cua H¢ théng Co s¢ dir licu nganh gido duc, hé
théng bang dién tir va cac hé thong khac phuc vu hoat dong gido duc (goi chung
1a cac hé thong quan 1y gido duc) voi nguyén nhan bi 19, lot tai khoan truy cap

trong qua trinh sir dung, cu thé nhu sau:

1. Céc don vi dé lot, 10 tai khoan truy cap cac h¢ théng quan ly gido duc do
str dung mat khau mac dinh (khdng thuece hién doi mdt khdu sau khi dwge cdp), lau
thong tin tai khoan trén may tinh thiéu an toan (cdc mdy tinh dwoc coi la thiéu an
toan trong cdc trueong hop sau: (1) mdy tinh ding chung khéng c6 kiém sodt; (2)
mdy tinh c6 cai cdc phan mém khéng c6 nguon goc tin tuwdng; (3) mdy tinh khéng
dwoc cdi cde phan mém diét virut, chong phan mém gidn diép dwoc cdp nhdit
thwong xuyén).

2. Tai khoan truy cap cac hé théng quan 1y gido duc duoc sir dung chung cho
nhiéu ngudi, khdng co sy ban giao, giao nhiém vu cu thé tir thil trudng co s gido

duc véi cac ¢4 nhan dugc giao thuc hién nhiém vuy.

! Bao g(f)m Phong GDDT thanh ph Thuy Nguyén;
2 Bao gom TT GDNN-GDTX thanh ph6 Thuy Nguyén;



Trén co s& d6, @& dam bao vé an ninh, an toan thong tin trong qua trinh sir
dung cac hé théng quan 1y gido duc, S& GDDT yéu cau cac don vi khan truong

thuc hién céc ndi dung sau:

1. Tha truong cac don vi (cac phong truc thudc So; cac phong GDDT
quan/huyén; cac co s gido duc mam non, phd thong, thudng xuyén) chiu trach
nhiém cao nhat vé an ninh, toan ven dit liéu d6i v6i cac hé théng quan 1y gido duc
dugc phan cap quan 1y; tai khoan quan tri don vi do thu trudng don vi truc tiép
quan 1y (hodc ban giao bang vin ban cho don vi, cd nhdn phu trach theo phdn

cong chirc nang, nhiém vu).

2. Thu truong cac don vi thuc hi¢n cép tai khoan (hoac dé nghi cép tai
khoan) truy cap hé théng ddi véi can bo, chuyén vién, gido vién thudc don vi
tuong tng véi chure nang, nhiém vu dugc phan cong. Ngay khi can b, gido vién
khong con thuc hién nhiém vu dugc giao, don vi thuc hién thu hoi tai khoan da
dugc cap trude d6. Tuyét déi khong dé phat sinh hién tuong nhiéu ngudi cling
ding chung 01 tai khoan truy cap hé thong.

3. Lanh dao cac don vi ngay lap tirc thuc hién d6i mat khau quan tri cac hé
théng quan 1y giao duc dugc cip; chi dao cac can b, chuyén vién, gido vién thudc
don vi da duoc cap tai khoan truy cap ngay lap tirc d6i mat khau (yéu cdu mat
khdu sir dung la mdt khau manh véi quy dinh: (1) toi thiéu 8 ky tw; (2) mdt khau
phdi bao gom cdc ky tw: bao gom sé (0-9), chit cdi thirong (a-z), chit cdi hoa (A-
Z) va cdc ky tw ddc biét (@#8%"....) déng thoi thuc hién d6i mat khau theo dinh
ky (t6i da 03 thang) hodc dot xuat khi ¢ van dé phat sinh.

4. Cac don vi ngay lap tlrc ra soat toan bo hé théng may tinh cua don vi
duogc sir dung dé truy cap cac hé thdng quan 1y gido duc; tuyét ddi khong str dung

cac may tinh thiéu an toan dé truy cap.

5. Pon vi litu trit toan bd cac hd so, van ban chi dao, bién ban ban giao tai
khoan trong qua trinh phan cong thuc hién nhiém vu va 1a tai liéu phuc vu doan kiém

tra cong tac chuyén doi s6 cta quan, huyén, S6 GDPT ciing nhu cia thanh phd.

Giam doc S6 GDDT yéu cau Trudng phong truc thudc S& GDDT; Trudng
phong Phong GDDT quan/huyén chi dao cac co so gido duc theo phan cip quan
ly; Hiéu truong truong Pho thong truc thude S&; Giam dbc cac TT GDNN-GDTX

quan/huyén; Lanh dao cac don vi tryc thudoc So; Gidm doc cac Trung tam ngoai



ngtt, Tin hoc, Gido duc k¥ nang séng, Hoat dong giao duc ngoai gio chinh khoa
nghiém tac thyc hién.

Trong qua trinh thuc hién c6 vudng méc, dé nghi lién hé S GDPT (qua
Phong Gido duc thuong xuyén, Gido duc nghé nghiép va Dai hoc, 56 dién thoai:

0936001379) dé dugc hd trg kip thoi.

Tran trong./.

KT. GIAM POC
Noi nhin: “PHGIAM POC
- Nhu trén;

- UBND quan/huyén (dé phdi hop chi dao).
- Ban Giam doc;
- Luu: VT, P.GDTX&PH.

inh Minh Tuin
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