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$6:2509 /SGDBT-VP Hai Phong, ngay 25 thang4 nam 2025

V/v thdng béo tinh hinh an toan,
an ninh mang thang 4/2025

Kinh gui:
- Truong phong CMNYV co quan S¢;
- Truong phong GDDT quén, huyén, thanh phé Thuy Nguyén;
- Hi¢u truong trudng trung cap, cao dang trén dia ban thanh phd;
- Hiéu truong trudng THPT, PT nhiéu cap;
- Giam déc trung tAm GDNN-GDTX quén, huyén, thanh phd
Thuy Nguyén;
- Thu truong cac don vi truc thude.

Ngay 23/4/2025, S¢ Giao duc va Dao tao (GDDT) nhén dugce Van ban s6
1011/CAHP-ANM cua Cong an thanh pho Hai Phong veé viéc thong béo tinh hinh
an toan, an ninh mang thang 4/2025 (g1 kem theo).

Can ctr tinh hinh an ninh mang thang 4/2025 qua Thong bdo cua Phong An
ninh mang - Cong an thanh ph6 Hai Phong, S¢& GDDT dé nghi Thu truong cac
don vi thyc hién nghiém cac quy dinh vé bao dam an toan, an ninh mang cho cac
hé théng thong tin thudc pham vi quan 1y, cu thé:

a) T6 chure cac hoat dong tuyén truyén, nang cao nhan thirc k¥ ning co ban
vé an toan thong tin mang; Nhéan biét, canh giac trude thong tin x4u doc, tin gia,
thong tin xuyén tac, chdng pha, chinh sach cua Pang va Nha nudc; Phong, chong
ltra d4o trén khong gian mang cho toan thé can b, gido vién, nhan vién, hoc sinh
va nguoi lao dong cuia don vi quan 1y.

b) Ra so4t cac hé thong thong tin, bao dam cac hé thong thong tin dugc trién
khai day du cac bién phap bao vé theo cap do an toan. Chu dong ra soat, xu 1y,
trién khai cc giai phap nham khac phuc triét dé viéc cap nhat, bao mat dbi voi
cac trang website; cap nhat cdc phién ban mdi nhat cia cac trinh duyét web
(Google Chrome, Coc Cdc, Microsoft Edge, FireFox...) va cac phién ban mai
nhat cia Window nham khéc phuc nhimg 15 hong bao mat cta trinh duyét web
(L6 hong zero-day CVE-2025-1234 danh huéng dén cong cu JavaScript V8 cia
trinh duyét Google Chrome, cho phép tin tic thirc thi md tir xa trén cdc thiét bi
muc tiéu), Microsoft Office (L6 hong bdao mdt CVE-2025-27745 cho phép ké xdu
thuwe hién nhiéu phuong thirc tdn cong, loi dung 16i trong phdan bé va gidi phong
bo nho cua phan mém Microsoft Office) va céc 15 hong bao mat cta hé diéu hanh
Window (Lé hong CVE-2025-26663 cho phép thiee thi ma tir xa khai théc co ché
“use-after-free” ciia Windows Lightweight Directory Access Protocol (LDAP);
Lé héng C VE-2025-26686 cho phép thuc thi ma tu xa loi dung qud trinh khoa bo
nho trong ngan xép TCP/IP ciia Window khién dir liéu bi phoi bay trong bg nhd,
tao co hoi tan cong tir xa; Lo hong bao mat CVE-2025-27480 cho phép thuec thi



ma tir xa, loi dung 16 hong trong tinh ndng Remote Desktop ciia Windows, Lo
hong bao mdt CVE-2025-27491 cho phép thuc thi ma tir xa tdn dung 60 cua
Window Hyper-V) d¢ bao dam an toan cho may tinh va cac hé thong thong tin.

¢) Dbi voi cac hé thdng thong tin co st dung nén tang xac thyuc tap trung
WSO02 nhanh chéng kiém tra mirc d6 anh huong va cap nhat ban va méi nht cua
WSO02 dé phong, chdng cac cudc tan cong khai thac 16 hong bao mat nghiém trong
da dugc Hiép hoi An ninh mang Viét Nam (NCA) cong bd ngay 24/3/2025 (04 16
héng bao mat nghiém trong trén nén tang xac thuc tap trung WOS2 cho phép tin
tic dé dang sur dung thanh chudi khai thac dé chlem doat tai khoan quan tri ing
dung va chiém quyén may cha, xdm nhap ha tang noi bo, truy cap thong tin nhay
cam).

d) Thuc hién tat cac céng va dich vu khong st dung trén cac hé¢ théng thong
tin dé giam thiéu bé mat tan cong va han ché diém yéu nham ngan chdn cac cudc
tan cong ma doc tong tién (ransomware - ma doc ma hoa dir kiéu voi myc dich
doi tién chudc dé giai ma dit liéu); thuc hién sao luu dit liéu va kiém tra kha nang
khoi phuc can thyc hién thuong xuyén dé giam thiéu thiét hai tir tdn cong
ransomware.

S& GDPT dé nghi Thu trudng cac don vi chi dao thyc hién./.

Noi nhan: KT GIAM BOC
- Nhu trén; <

- Cong an TP (dé p/h):
- Luu: VT.

Ubng Minh Long
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