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_ BOCONG AN ‘ CONG HOA XA HOI CHU NGHIA VIET NAM
CONG AN TP HAI PHONG Doc 1ap - Tw do - Hanh phic
$6:505 1C AHP-ANM Hai Phong, ngay 24 thang 05 nam 2025
V/v thong bao tinh hinh an toan, an

ninh mang thang 5/2025

Kinh gui:
- Cac co quan Pang thanh pho
- Cac co quan Trung wong t6 chirc theo nganh doc;
- Céc S0, ban, nganh;
- Cac Quén uy, Huyén iy, UBND cac quan, huyén;
- Céc don vi su nghiép Thanh phé;
- Céc t6 chuc chinh tri, x& hoi, doanh nghiép.

Thuc hién nhiém vu quéan ly nha nuéc vé an toan, an ninh mang trén dia
ban thanh pho Cong an thanh phé Hai Phong théng bdo vé tinh hinh an ninh
mang va két qua hoat dong cua cong tac giam sat an ninh mang nhu sau:

- Ngay 30/4/2025, nhiéu trang Web uy tin vé an ninh mang da dua tin vé
viée Cuc diéu tra lién bang MY¥ théng bao danh sach hon 42.000 tén mién lua
dao lién quan dén dich vu LabHost. Day la mot trong nhitng mang luéi cung cép
tai nguyén cho cac chién dich phishing quy m6 16n, giup tin tac tao va quan ly
cac trang Web gia mao nhim danh cap dur licu nhay cam cua ngudi dung. Céc
doanh nghiép, t6 chuc, cd nhan c6 thé tai vé danh sach nay tur duong link
“https://www.ic3.gov/CSA/2025/LabHost_Domains.csv” de nam duoc, tr dé
nhan dién, chan truy cép cling nhu tdng cuong canh bdo vé cac mdi de doa tur
LabHost, gop phan phong tranh, han ché thiét hai do c4c chién dich lra dao truc
tuyén gay ra.

- Ngay 28/4/2025, Website “https://thehackernews.com” théng bao vé
viéc nhém tin tac E arth Kurma nhim muc tiéu vao Déng Nam A bang Rootkit
va cac cong cu dénh cip dit liéu trén nén tang ddm mdy. Nhém nay da tdn dung
ma ddc tinh vi dé an minh, kiém soat hé thong nan nhan va thu thap théng tin
nhay cam, khién céc td chirc tai Doéng Nam A, trong dé ¢o ca cdc co quan truyén
thong, chinh phu cua Viét Nam, ddi mit véi nguy co bi ro ri dir liéu nghiém
trong.

- Ngay 05/5/2025, Website “https://thehackernews.com” thong bao vé
viéc phét hién 16 hong trong tinh nang Airplay cua Apple cho phép tin tdc xam
nhap va kiém soat hoan toan thiét bj Apple ma khong can nguoi dung tuong tac
truc tlep Nguoi dung can khan truong cap nhat h¢ diéu hanh I0S lén phién ban
ma&i nhat dé tranh bi tin tic khai thac, tdn cong.

- Ngay 06/5/2025, trang Web chinh thuc ctia Tiki da bi tin tic tAn cong, tur
dong chuyén hudng sang mot trang Web co bac. Nguyén nhén chinh 1a do véan
dé céu hinh hoac dang ky tén mién khong ding cach, dan dén mat klem soat va
tao diéu kién cho cac trang Web doc hai hodc gia mao khai thac. Su c¢b nay lam
anh huong dén uy tin cta Tiki va gdy hoang mang cho ngudi dung, dong thoi



mot lan nira nhan manh tdm quan trong cua viéc quan ly tén mién chat ché d¢
dam bao an toan.

- Trong thang 05/2025, cic nha nghién clru da phat hién 16 hong nghiém
trong dbi véi thu vién WebDriverManager, 1a thanh phan thiét y_éu trong bo
cong cu Selenium, mét bd cdng cu phé bién dung dé tu dong hoa kiém thr, thuc
thi chiic ning trén Website. L6 hong XXE nay c¢6 ma dinh danh la CVE-2025-
4641, loi dung chinh sach tham chiéu dén XML bén ngoai khong phu hop, cho
phép tin tic danh cép d@r liéu nhay cam, thuc thi ma doc hodc gay ra céac tac
dong tiéu cuc khac. Quan tri vién, 18p trinh vién nén cai dat, su dung cdc phicn
ban on dinh cii hon cua Selenium, bao gdm ca WebDriverManager, dé phuc vu
nhu cau coéng viée cho dén khi ban va duoc phat hanh.

- Trong thang 05/2025, Microsoft da phat hanh ban véa déi voi 78 16 h(mw
bao mat trén h¢ dicu Windows, trong d6 ¢6 11 16 hong duoc xép hang rit
nghiém trong, 66 15 hong nghiém trong, va c¢6 05 15 hong Zero-day da va dang
duoc toi pham khai thac la: CVE-2025-30397 khai thac 16 hong cua Microsolt
Scripting Engine khi truy cap tai nguyén sir dung kié¢u khong tuong thich, cho
phép thuc thi ma doc tir xa qua mang; CVE-2025-30400 khai thac 16 hong cho
phép su dung b nhé mac du dd dugc free cuia Windows DWM, gitp tin téic
nang quyén trai phép trong ndi bo; CVE-2025-32701 va CVE-2025-32706 khai
thac 16 hong cho phép str dung bo nhé sau khi free cua Windows Common Log
File System Driver, gitp tin tic ndng quyén trai phép trong ndi bo; CVE-2025-
32709 khai thac 16 hong cho phép sir dung bé nhé mic di da duoc free cua
Windows Ancillary Function Driver cho WinSock, gitip tin tic nang quyén trai
phép trong cuc bd. Quan tri vién, nguoi dung Window nén khan truong cai dat
cac ban cdp nhat méi nhat cia Window dé bao dam an toan.

- Tu ngay 16/4/2025 - 15/5/2025, Hiép hoi An ninh mang quoc gia Viét
Nam da phét hién hoat dong tan cong, ma hod, doi tién chudc nhim vao cac nén
tang 4o hoa tai nhiéu don vi & Viét Nam do nhém tin tic Harley Quinn, mot
nhom ransomware méi, dugce ghi nhan tr ndm 2024 thuc hién. Viéc xay ra cac
vu viéc tin cong nay mét phdn la do cac don vi con chu quan, chua nang cao
canh giac va siét chat co ché quan tri truy cap vao hé thong a0 hod, chua dau tu
hé théng an ninh, bao mét va chua du nhan sy chuyén trach vé an toan, an ninh
mang. Cac cudc tan cong vao nén tang 4o hoa thuong gay ra thiét hai Ion vi khi
bi ma hod s& kho6 khoi phuc hé théng.

- Cling trong thang 5/2025, Hiép hdi An ninh mang qubc gia Viét Nam da
phat hién nhiéu ma doc danh cap thong tin ngudi dung tai Viét Nam, déu la bién
thé da duoc tuy chinh, 1am réi ma goc clia ma doc ma ngudn md QuasarRat, mot
ma doc thuong xuyén duoc tin tic str dung. Pdng thoi, cac ma doc nay déu ket
ndi dén may chiu C2 185.149.232.197 cia tin tdc. Quan tri vién, nguoi dung can
nang cao canh gidc, cai dit cac chuong trinh AV chét luong, dong thoi kidm tra
k§ ludng trudce khi chay cac file thuc thi ¢6 nguy co cao nhu .exe, .bat..

- Trong thang 5/2025, Hé thong quan ly mé doc tap trung cua thanh phd
da phét hién 124 thiét bj thudc 27 td chirc trén dia ban thanh ph6 Hai Phong bi



nhiém ma doc, véi téng cong 51 loai md doc dinh kem trong 1092 file. Céng an
thanh phé da phat hién nhiéu d4u hiéu mét an ninh, an toan thong tin d6i véi céc
hé thong thong tin trén dia ban thanh phé va dang tiép tuc xdc minh, lam rd.

Cong an thanh phd Hai Phong dé nghi céc so, ban, nganh, t6 chirc trén dia
ban thanh pho chu dong cap nhét va nang cap giai phap vé bao dam an toan, an
ninh mang dbi voi hé thong théng tin. Qua trinh thuc hién néu cé khé khin,
vuéng mac dé nghj lién hé vé Cong an thanh phd (Qua Phong An ninh mang va
phong chéng t6i pham sir dung cong nghé cao, dia chi: S6 55 Bén Binh, Hong
Bang, Hai Phong; SPT: 069.278.5415) dé dugc huéng dan, ho tro./. %

Noi nhgn: TL.GIAM POC
< Nay tén; UGNG PHONG ANM

- B/c Giam déc CATP (dé béo cdo);
- Luu VT; ANM(D4).
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¥ ~ Phuluc .
DANH SACH CAC DON VI NHAN VAN BAN

(Kem theo Céng van sé /CAHP-ANM ngay  /4/2025
_cua Cong an thanh pho)
1. Don vi ¢6 h¢ thong thong tin quan trong nhin vin ban dién tir
STT TEN DON VI

Khéi cac co quan chinh quyén thanh pho

I. | Van phong Doan dai biéu Qudc hoi va Hoi dong nhan dan

2, Vin phong Uy ban nhan dan thanh phd

S¢ Cong Thuong

S¢ Gido duc va Bao tao

S¢ Xay dung

S¢ Tai chinh

S& Khoa hoc va Cong nghé

S& Noi vu

WL 0L IS ] e A

S6 Ngoai vu

10. | S¢ Van hoa, Thé thao va Du lich

11. | S6 Nong nghiép va Moi truong

12. | S& Tu phap

13. [SOY té

14. | Ban Quan ly Khu kinh té

15. | Thanh tra thanh phd

Thanh ay, Quén tuy, Huyén uy, ny ban nhan déan cac quén, huyén, thanh phé

i Quén Ngb Quyén

Quan Héng Bang

Quan D6 Son

2

3

4. Quan Duong Kinh
5 Quan Kién An




6. Quan Hai An

piF Quan Lé Chan

8. Huyén An Duong

B Huyén Cét Hai

10. | Huyén An Léo

11. | Huyén Tién Lang

12. | Thanh ph6 Thuy Nguyén
13. | Huyén Vinh Bao

14. | Huyén Kién Thuy

15. | Huyén Bach Long V¥

Khdi cac co quan Trung wong dong trén dia ban thanh phd

I

Béo hiém x4 hoi khu vuc VIII

Bo Chi huy Quan su thanh phd

B6 Chi huy B0 doi bién phong Hai Phong

Ngén hang nha nudc Chi nhanh Khu vuc 6

Chi cuc Thué khu vuc 3

Chi cuc Hai quan khu vuc 3

Chi cuc Thong ké

Cuc Thi hanh an dan sy thanh phé

M 98y N O A Sl DL B9

Toa 4an nhan déan thanh ph

10.

Kho bac Nha nudce khu vuc 111

Khéi cac co quan Pang thanh pho

E

Vian phong Thanh uy

Ban N§i chinh Thanh uy

Ban Tuyén gido va Dan van Thanh uy

o NS

Ban T chtrc Thanh uy




3; Uy ban kiém tra Thanh uy

A

Dang uy cac co quan Dang thanh pho

7. Pang ty Uy ban nhan déan thanh phd

Khéi cac don vi sur nghiép thudc Uy ban nhén dan thanh phd

1. | Vuon Qudc gia Cat Ba

Truong Dai hoc Hai Phong

Trung tdm Béo chi va Truyén théng Hai Phong

Truomg Cao dang Y té Hai Phong

2
3
4. | Trudong Cao ding K¥ thuat Hai Phong
5
6

Trudng Cao dang Kinh té Hai Phong

T6 chuare chinh tri, xa hoi

1. Uy ban Mt tran T quéc Viét Nam thanh phd

Lién doan Lao dong thanh phd

Poan Thanh nién Cong san H6 Chi Minh thanh phd

Hoi Nong dan thanh pho

Ho6i Cuu chién binh thanh phd

Hoi Lién hiép Phu nir thanh phd

Lién minh Hop tac xa thanh phd

Lién hiép cac Hoi Khoa hoc va K¥ thuat thanh pho

O » N o v B W

Hoi Chir thap do thanh phd

2. Pon vi ¢6 hé¢ thong thong tin quan trong nhin bén gidy

1. Cong ty TNHH MTYV dién luc Hai Phong

Cang hang khong quéc té Cat Bi

Cong ty ¢6 phan cip nudc Hai Phong

Cong ty ¢6 phan Cang Hai Phong

IR

Viettel Hai Phong




6. | Vién thong Hai Phong

7 Vién kiém sat nhan dan thanh phd

8. Truong Pai hoc Y Dugc Hai Phong

9. Quy Dau tu phat trién Hai Phong

10, Ban Quan ly Du 4an dau tu x4y dung cong trinh dan dung va ha tang

Hai Phong

11.

Ban Quan ly Du 4n dau tu xay dung cac cong trinh giao thong va
nong nghi¢p Hai Phong
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