UBND THANH PHO HAI PHONG CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Djc 1ap — Tw do — Hanh phic

S6:4620 /SGDPT-GDTX,GDNN&PH Hai Phong, ngay 11 thang7 nam 2024
VIV tang cuong cong tac quan ly trong
cong tac bao v¢ dir liéu ca nhan va an
toan thong tin mang lién quan dén
chuyén doi so trong gido duc

Kinh gtri:
- ij ban nhan dan xa, phuong, dac khu;
- Truong phong truc thudec S& GDDT;
- Hi€u trudng truong Phé thong truc thude S¢;
- Giam dbc cac TT GDTX, TT GDNN-GDTX;
- Lanh dao cac don vi truc thudc So.

Ngay 30/6/2025, Bo Gido duc va Pao tao c6 Vin ban s 3496/BGDDT-
KHCNTT vé viéc ting cudng cong tac quan 1y trong cong tac bao vé dir liéu ca
nhan va an toan thong tin mang lién quan dén chuyén doi so trong gido duc;

Qua ra soét ndi bo, S& Gido duc va Pao tao phat hién hién twong mét an ninh,
an toan thong tin ctia Hé théng Co s¢ dit liéu nganh gido duc, hé théng bang dién
tlr v c4c hé théng khac phuc vu hoat dong gido duc (goi chung 1a cac hé thdng
quan 1y gido duc) véi nguyén nhan bi 19, lot tai khoan truy cap trong qua trinh st
dung, cu thé nhu sau:

- Cac don vi dé lot, 16 tai khoan truy cdp cac hé théng quan 1y gido duc do sir
dung mat khau mic dinh (khéng thirc hién doi mdt khau sau khi dwoc cdp), lau
thong tin tai khoan trén may tinh thiéu an toan (cdc mdy tinh dwoc coi la thiéu an
toan trong cdc trieong hop sau: (1) mady tinh ding chung khéng cé kiém sodt; (2)
mdy tinh c6 cai cdc phan mém khéng c6 nguén goc tin tuéng; (3) may tinh khéng
dwoc cdi cde phan mém diét virut, chong phan mém gidn diép dwoc cdp nhdt
thuong xuyén).

- Tai khoan truy cdp cac hé thong quan 1y gido duc duoc sir dung chung cho
nhiéu ngudi, khdng co sy ban giao, giao nhiém vu cy thé tir tha trudng co sé giao
duc v6i1 cac ca nhan dugc giao thuc hién nhi¢m vu.

Trén co s& d6, dé dam bao vé an ninh, an toan thong tin trong qué trinh sir
dung cac hé théng quan 1y gido duc, S¢ Gido duc va Pao tao dé nghi ny ban nhan
dan xa, phuong, dac khu chi dao céac co sé gido duc truc thudc; yéu cau lanh dao
cac co s¢ giado duc khan truong thuc hién cac ndi1 dung sau:

1. Tha trudng c&c don vi chiu trach nhiém cao nhét vé an ninh, toan ven dir
lidu ddi vé6i cac hé thdng quan 1y gido duc duge phan cip quan 1y; tai khoan quan



tri don vi do thu trudng don vi truc tiép quan 1y (hodc ban giao bang vin ban cho
don vi, ca nhdan phu trach theo phdan cong chuc nang, nhiém vu).

2. Thu trudng cac don vi thuc hién cép tai khoan (hodc dé nghi cap tai
khoan) truy cip hé théng ddi véi can bo, chuyén vién, gido vién thudc don vi
tuong ung véi chic nang, nhiém vu dugc phan cong. Ngay khi can bg, gido vién
khong con thuc hién nhiém vu dugc giao, don vi thyc hién thu hdi tai khoan da
dugc cap trude d6. Tuyét ddi khong dé phat sinh hién twong nhidu ngudi cing
dung chung 01 tai khoan truy cap hé thong.

3. Lanh dao céac don vi ngay lap tirc thuc hién ddi mat khau quan tri cac hé
théng quan 1y giao duc duogc cip; chi dao cac can bo, chuyén vién, gido vién thudc
don vi da duoc cap tai khoan truy cdp ngay lap tic do6i mat khau (yéu cdu mat
khau sir dung la mdt khau manh véi quy dinh: (1) t6i thiéu 8 ky tw; (2) mdt khau
phdi bao gom cdc ky tw: bao gom s6 (0-9), chir cdi thuong (a-z), chir cdi hoa (A-
7) va cdc ky tw ddc biét (@#38%"....) ddng thoi thuc hién d6i mat khau theo dinh
ky (t6i da 03 thang) hodc dot xuat khi c6 van dé phat sinh.

4. Cac don vi ngay 1ap tirc ra soat toan bo hé thdng may tinh cta don vi
duoc sir dung dé truy cap cac hé thong quan 1y gido duc; tuyét doi khong sir dung
c4c may tinh thiéu an toan dé truy cap.

5. Pon vi litu trir toan bo c4c ho so, vin ban chi dao, bién ban ban giao tai
khoan trong qua trinh phan cong thyc hién nhiém vu va 1a tai li¢u phuc vu doan kiém
tra cong tac chuyén doi so tai cac don vi khi ¢ yéu cau.

6. Cac ndi dung khac, deé nghi 1anh dao cac don vi nghién ctru ndi dung tai
Vin ban s6 3496/BGDDT-KHCNTT cua Bo Gido duc va Dao tao khi trién khai
cac hoat dong chuyén ddi sd tai don vi.

Giam doc S¢ Gido duc va Pao tao yéu cau lanh dao cac co s& gido duc
nghiém tuc thuc hién.

Tran trong./.
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