UBND THANH PHO HAI PHONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Déc 1ap - Tw do - Hanh phc

$6:6101 /SGDDT-VP Hai Phong, ngay 29 thang 8 ndam 2025
VIV tang cuong bao dam an toan,
an ninh mang tai cac co s& giao duc

Kinh gri:
- Cac phong chuyén mon, nghiép vu thuoc S¢;
- UBND cac xa, phuong, dac khu;
- Hiéu truong truong THPT, Pho thdng nhiéu cap;
- Tha trudng cac don vi truc thudc.

Thue hién Cong van sd 1670/CAHP ngay 28/8/2025 ctia Cong an thanh
phé Hai Phong vé viéc tang cuong cong tac bao dam an toan thong tin, an ninh
mang trén dia ban thanh phd; nhim phong ngira nguy co tn cong mang, 16 lot di
lidu, gian doan hé thong thong tin cuia nganh gido duc, dong thoi gop phan giir
viing an toan thong tin trong cac dip 1€, su kién chinh tri, xa hoi quan trong ctia
thanh phé, S& Gido duc va Pao tao dé nghi cac co so gido duc trén dia ban thanh
phé trién khai mot s6 ndi dung sau:

1. Téng cwong cong tic tuyén truyén, gido duc

Tang cudng tuyén truyén, nang cao nhan thirc cho can b, gido vién, nhan
vién, hoc sinh vé trach nhiém bao dam an toan thong tin trén khong gian mang;
nang cao tinh than canh giac trude cac tha doan loi dung mang xa hoi dé phat tan
thong tin xau doc, 161 kéo, kich dong.

2. Bao dam an toan hé thong cong nghé thong tin

- Thudng xuyén theo ddi, giam sat hoat dong hé théng thong tin ctia don
vi. Quan ly chat ché h¢ théng email, website, céng thong tin dién tu, ph?m mém
quan Iy hoc sinh, hoc ba dién tir, hoc 1iéu sd,. .. kip thoi phat hién cac ddu hiéu bat
thuong, tin cong mang, ma doc, khong dé xay ra tinh trang mat dir liéu hodc bi
loi dung phat tan thong tin sai Iéch.

3. Trién khai cac bién phap bao mat, phong ngira sw ¢

- Ra soat, g& bo cac dich vu khong can thiét.

- Chu dong sao luu dir lidu, ra soat 16 héng, va 16i kip thoi, bao dam hé
théng van hanh 6n dinh, thong subt.

- Kiém tra tai khoan quan tri, thay d6i mat khau dinh ky, ap dung xac thuc
hai yéu t6 dé ting cudng bao mat.

- Cap nhat céc rule trén firewall (tuong ltra), kiém tra dinh ky va backup dit
li¢u thuong xuyén.
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- Han ché t6i da truy cap tir xa, phan quyén nguoi ding hop 1y, kiém soat
chat ch€ viéc cai dit, st dung phﬁn mém.

- Bbi véi cac man hinh LED, LCD, pano 30, ap phich dién tu: kiém soat
ndi dung tuyén truyén; d6i mat khau truy cap thiét bi, ngit cac két ni khong can
thiét (wifi, NFC, Bluetooth); kiém tra cac Port diéu khién tir xa qua internet co bi
m¢& hay khong (3389,8080); kiém tra thiét bi xem c6 bij két ndi tir xa qua VNC,
AnyDesk, Teamviewer, Ultraview, RemoteDesktop, Seecreen...; tit quyén truy
cap tir xa néu thay khong can thiét.

4. Phoi hop, xir Iy tinh hudng

Chu dong phdi hop chit ché véi cong an dia phuong va cac co quan chirc
nang trong céng tac bao dam an ninh mang. Khi phat hién su ¢ an toan thong tin
mang, hanh vi 16i kéo, du db hoc sinh qua mang cac don vi bao cdo ngay vé So
GD&DT (qua Vin phong S&), lién hé véi Cong an thanh phéd (qua Phong An ninh
mang va phong, chong toi pham st dung cong nghé cao, déng chi Pai uy Lé Bao
Trung, sb dién thoai: 0963368988) hodc cong an noi gén nhét dé duogc huong dan
xur 1y kip thoi.

Kinh dé nghi Uy ban nhan dan cac xa, phuong, dic khu quan tim phdi hop
chi dao t61 cac co so gido duc trén dia ban quan ly; thu trudng cac co sd giao duc
nghiém tac trién khai thuc hién nham bao dam an toan, an ninh mang cho cac hoat
dong cuia nha truong va cac su kién chinh tri, xa hdi quan trong, cac ngay 18 16n cua
dat nude./.

Noi nhén: KT. GIAM POC
- Nhu trén; o PHO GIAM POC
- COng an thanh pho (dé p/h);

- Lanh dao So;

- Luu: VT,VP.
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