THONG TIN TUYEN TRUYEN, HUONG DAN
VE PHONG TRANH TQI PHAM LUA PAO VA
CAC HANH VI VI PHAM PHAP LUAT TREN MOI TRUONG MANG
(Kém theo Céng vin s6 492 /BCVT-STTTT ngay23 /3/2023
ciia S& Théng tin va Truyén théng thanh pho Hai Phong)

Thoi gian qua, tinh hinh cac ddi tuong xau loi dung mang Internet, mang vién
thong dé thuc hién hanh vi lira ddo chiém doat tai san c6 nhiéu dién bién phirc tap,
voi nhiéu phuong thtrc, thu doan pham toi tinh vi, gay thiét hai vé tai san va buc xac
trong Nhan dan. Hinh thic cha yéu 1a gia mao cic co quan chirc ning thyc hién goi
dién, nhén tin lra dao, loi dung su mat canh giac cua nguoi dan dé chiém doat tién,
tai san.

Dé han ché ti da va phong tranh toi pham lira d4o va cac hanh vi vi pham phap
luat kh&c trén khong gian mang, S6 Thong tin va Truyen thong thanh phd Hai Phong
khuyén cdo cac t6 chure, ca nhan can néu cao tinh than canh giac va chu dong phdi
hop thuc hién mot s6 ndi dung lién quan sau day:

I. Khuyén c4o nguwoi dan chi déng ning cao canh giic va tuyén truyén voi
nguoi than, gia dinh, ban bé, dong nghiép, nguoi xung quanh quan tam, luu y
mot s0 ni dung sau:

- Khong nén két ban voi nguoi khong quen biét, khong nghe dién thoai khi thay
s6 dién thoai c6 dau sb la, nhat 1a cac s6 may c6 dau 80 nudc ngoai néu nghe dién
thoai ctia ngudi la thi khong nén 1am theo hudng dan, cin minh chimg lai thong tin.

- Tuyét ddi khong cung cap thong tin ca nhan nhu: s6 chirng minh nhan dan,
Can cudc cong dan, so tai khoan ngan hang,... cho bat ky ai, khi chua biét ho 13 ai va
su dung vao muyc dich gi. Khong chuyen tién, ndp tién vao bat ky tai khoan ngan
hang ciia ¢4 nhan, t6 chirc nao khi chua biét rd ho 1a ai.

- Khéng thyc hién yéu cau chuyén tién thong qua tin nhin cta cic trang mang
xa hoi nhu: Facebook, Zalo, Viber..ké ca 1a cua nguoi than, ban bé. Can goi dién
thoai x4c nhan néu ngudi do6 1a ngudi than, ban be nham tranh truong hop nguodi than,
ban b¢ bi hack tai khoan.

- Khong truy cép, ding nhap vao cac duong din, website la do ddi twong giri
dén.

- Hét src canh giac khi giao tiép trén moi trudng mang dé bao vé tai san cua
chinh minh.

- Trudng hop c6 nghi ngo vé hoat dong ltra dao chiém doat tai san thi kip thoi
théng bao cho co quan co tham quyén, co quan cong an noi gan nhat dé duogc tiép
nhan va hudng dan giai quyét.

Il. Hwéng din mdt s6 phwong thirc, bién phap phong tranh tdi pham lira
dao va cac hanh vi vi pham phap luat khac trén khong gian mang:

1. Phén dnh tin nhdn rdc, cudc goi rdc:

Khi nhan dugc nhén tin, cudc g01 ¢o dAu hiéu réac, lam phién, cudc goi co dau
hiéu ltra dao, dé nghi nguoi dan thyc hién phan anh téi dau so 156 thong qua 2 hinh
thire: Gui Tin nhan hoac Goi dién to1 dau so 156. Cu thé:



- Cach 1: Giri tin nhan (mién phi) toi dau s6 156 theo cl phap:

+ Véi tin nhan c6 d4u hiéu rac, lam phién: S (S6 dién thoai - ngudn phat tan)
(n6i dung phan anh) giri 156 (hoac 5656).

+ Vi cude goi co dau hiéu rac, 1am phién: V (S6 dién thoai - ngudn phat tan)
(n6i dung phan anh) giri 156 (hoac 5656)

+ Vi cude goi ¢o dau hiéu Ira dao: LD (S6 dién thoai - ngudn phat tan) (ndi
dung phan anh) gwi 156 (hoac 5656).

- Cach 2: Goi t&i dau sd 156 (cac doanh nghiép vién thong s& ap dung viéc mién
phi cude cude goi) dé cung cap thong tin (vé sd dién thoai vira thuc hién cudc go1 ¢0
dau hiéu thyc hién cudc goi rac, cudc goi co dau hiéu lra dao, trich dan mot s6 ndi
dung c6 lién quan;...) theo huéng dan ctia bd phan chim soc khach hang cuia cac nha
mang.

2. Tra ciru, xdc thwe thong tin vé website:
Thuc hién tra ciru théng tin vé website ma minh truy cap bang cach:

- Cach 1: Nhan tin mién phi theo ci phap: TCTM <tén mién hodc link
website> gwi 156

- Céch 2: Tra ctu truc tiép tai Website https://tracuutenmien.gov.vn trude khi
st dung dich vu, giao dich trén Internet.

3. Tra civu va chudn héa thong tin thué bao di dong:

- Chu dong tra ciru thong tin thué bao di dong dang str dung bang cach: Nhan tin
mién phi theo ¢t phap: TTTB giri 1414. Sau khi tin nhan gii thanh céng nha mang
s& tu dong tra 10i v6i chi tiét thong tin tai khoan dang sir dung. Kiém tra thong tin
thué bao ma nha mang gui lai, dé xac dinh tinh trang chuan hoa thong tin thué bao
minh dang st dung.

- Trong truong hgp nhan dugc yéu cau cap nhat, chuan hoé thong tin hodc yéu
cau thuc hién nhitng thao tac khac co lién quan, can xac thuc tinh chinh théng cua
kénh thong tin da gui yéu cau trude khi thuc hién theo cac ndi dung dugc yéu cau.
Nguodi dan va cac t6 chirc, ca nhan chi thuc hién cac noi dung thong bao cdp nhat,
chuan ho4 thong tin khi x4c thuc duoc kénh thong tin d6 1 kénh chinh thirc ctia cac
doanh nghiép vién thong; tuyét d6i khong thuc hién theo cac thong bao tir cac kénh
thong tin khong c6 trong danh muc cic kénh chinh thirc ctia cac doanh nghiép vién
thong sau day:

* Kénh thong tin caa Viettel.

- Tén hién thi khi nhin tin moi khach hang chuidn héa thong tin thué
bao: VIETTEL

- S6 dién thoai téng dai cham soc khéach hang:
v 198
v’ 18008098



- S6 dién thoai goi dién thong bao td1 khach hang dé nghi chuan hoa thong tin
thué bao:

v 0246 266 0198 - 0236 626 6198 - 0286 266 0198

- Tén tng dung (App) cap nhat thong tin thué bao trén may di¢n thoai di dong
théng minh: My Viettel

-Puong link truy cap website cdp nhat thong tin  thué
bao: https://viettel.vn/s/chtt

* Kénh thong tin cta Vinaphone — VNPT 7
- Tén hién thi khi nhan tin moi1 khach hang chuan héa thong tin thué bao:
VinaPhone

- S6 dién thoai tong dai cham séc khach hang:
v/ 0888 001 091
v/ 0911 001 091

- Tén tng dung (App) cap nhat thong tin thué bao trén may dién thoai di dong
thong minh: My VNPT

-Puong link truy cdp website cap nhat thong tin  thué
bao: http://my.vnpt.com.vn

* Kénh thong tin ctiia MobiFone. 7
- Tén hién thi khi nhdn tin mo1 khach hang chuan hoéa thong tin thué
bao: MobiFone

- S6 dién thoai tong dai cham séc khach hang:

v 18001090

v' 9090

- Tén tng dung (App) cap nhat thong tin thué bao trén may dién thoai di dong
thong minh: My MobiFone

-Puong link truy cdp website cdp nhat thong tin @ thué
bao: https://tttb.mobifone.vn

* Kénh thong tin cta Vietnamobile
- SO dién thoai tong dai cham soc khach hang: 0921 667 667

- Puong link truy cdp website cap nhat thong tin thué bao:
https://www.vietnamobile.com.vn/vietnamobileapps

* Kénh thong tin ciia Dong Duong - Itelecom
- Tén hién thi khi nhan tin moi khach hang chuan héa thong tin thué bao: iTel


https://viettel.vn/s/chtt
http://my.vnpt.com.vn/
https://tttb.mobifone.vn/
https://www.vietnamobile.com.vn/vietnamobileapps

- S6 dién thoai tong dai cham séc khach hang: 0877 087 087

- S6 tong dai goi ra: 087 902 8888

- Tén Uing dung (App) cap nhat thong tin thué bao trén may dién thoai di dong
théng minh: myitel

* Kénh thong tin cia ASIM 7

- Tén hién thi khi nhan tin moi khach hang chuan hoéa thong tin thué
bao: myLocal.vn

- S6 dién thoai tong dai cham séc khach hang: 19001900 (nhanh 1)

- Tén Uing dung (App) cap nhat thong tin thué bao trén may dién thoai di dong
thong minh: myLocal.vn

* Kénh thong tin cia WINTEL

- SO di¢n thoai tong dai cham soc khach hang: 1800 556 883

- Tén tng dung (App) cap nhat thong tin thué€ bao trén may dién thoai di dong
thong minh: Wintel

* Lwu y: Khong thuc hién theo cac thong bao ngoai danh sach kénh chinh thirc

cua cac doanh nghi¢p, ma chti dong lién h¢ truc tiép dén cac kénh chinh thuc (so”' dién
thoai, trang thong tin dién tu) cua doanh nghi¢p dé dugc hudng dan, giai dap

Trén day 13 ndi dung hudng dan va khuyén céo céc to chiic, ca nhan khi st dung
dich vu vién thong, Internet, nham ngan chdn cac hanh vi ltra ddo, bao vé quyén va
loi ich hop phap, khi tham gia sir dung cac dich vu vién thong, Internet. D& nghi cac
t6 chtrc, ca nhan quan tam va phdi hop thuc hién.

QR-CODE TAI LIEU
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