UBND THANH PHO HAIPHONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Poc 1ap - Tw do - Hanh phuc

86:3283 /SGDDT-VP Hdi Phong, ngay 22 thdng 11 nam 2023
VIv vé viéc tang cuong cong tac
bao dam an toan, an ninh mang

Kinh gtri:
- Trudng phong CMNV co quan S6;
- Truong phong GD&DT quén, huyén;
- Hiéu tru’orng Truong THPT, PT nhiéu cap,
- Giam déc Trung tam GDNN-GDTX quan, huyén;
- Thu trudng cac don vi truc thude.

Thuc hién Vin ban s6 2575/ TBATANM ngay 20/11/2023 cua Tiéu ban An
toan an ninh mang - Cong an thanh phd Hai Phong vé viéc ting cuong cong tac
bdo ddm an toan, an ninh mang; Pé bao dam an toan, an ninh mang dbi véi cac
kénh cung cap thong tin trén moi trudng mang (trang/cong thong tin dién tir, trang
mang xa hoi, thu dién tur...) ngan chdn viéc trang thong tin dién tir, trang mang xa
hoi cua don vi bi tAn cong chiém quyén diéu khién, dan dén nguy co mat an toan,
an ninh mang, 4nh hudng xau dén tinh hinh an ninh chinh tri trén dia ban thanh
pho,

S¢ GD&DT yéu cau Thu trudng don vi truc tiép chi dao thuc hién cac noi
dung sau:

1. Tién hanh ra soat thong ké cac kénh cung cp thong tin trén moi trudng
mang (trang/cong thong tin dién tr, trang mang xa hoi, thu dién tu...) do don vi
quan 1y, quan tri, van hanh (¢é biéu mau thong ké kém theo) dé trién khai cac bién
phap bao mat, bao dam an ninh an toan. Pdi véi cac trang thong tin dién tir, trang
mang xa hoi hién nay don vi khong con st dung thi tién hanh khoa, g0, xoa.

2. Trong qua trinh str dung, quan tri trang thong tin dién tir, trang mang xa
hoi phai tuan thit huéng dan bao mat cta nha cung cap nhu quy dinh vé thiét 1ap
mat khau gom chit thuong, chit in, s6, ky tu dac biét, do dai mat khau, dinh ky
thay d6i mat khau, gidi han sb 1an nhap sai mat khau, khong dé tén dang nhap va
mét khau mic dinh, d& doan; bat tinh nang canh bao dang nhap trén thiét bi la (néu
c0), khong st dung mgt mat khau cho nhiéu ung dung, dich vy, trang web; cap
nhat day du phién ban méi cua tng dung.

3. Cai dat va sir dung cac phan mém diét virus co ban quyén, thuong xuyén
ra quét virus, ma dgc; tuyét doi khong kich vao duong dan la, tin nhin kém duong
dan la, doc thu dién tir tir dia chi la; khong Iuu thong tin dang nhép cua tai khoan
vao trinh duyét web, khi khong sir dung phai dang xuat khoi tai khoan; khong tai
phan mém tir cic website khong chinh thong, website trung gian, cac file tir nguoi
la gui qua tin nhén hodc thu dién tu la.
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4. Str dung giao thure HTTPS cho website, thiét lap co ché xéc thuc 2 budc.
V6i cac trang/cong thong tin ctia co quan nha nudc dang ky tén mién .gov.vn theo
quy dinh ctia B6 Thong tin va Truyén théng; nén dé nghi danh gia va ching nhan
tin nhiém mang nhim ting cudng muc d6 uy tin ctia cac website ddi voi ngudi
dan, va dé hd trg ngin chin viéc loi dung tén mién thuc hién cac hanh vi lira déo.
Dbi v6i cac trang Facebook (fanpage) nén tao lap riéng 02 tai khoan facebook ca
nhan chinh danh dé nim quyén quan tri vién, tai khoan nay phuc vu nim quyén
quan tri page, va du phong, khong str dung cac tai khodn nay vao muc dich khac.
Céc tai khoan khac chi dugc phan quyén bién tap, khong phan quyén thém hoic
x6a thanh vién.

5. Thudong xuyén tuyén truyén nang cao y thic canh giac trong cong tc
bao mat, bdo dam an toan, an ninh mang, dang tai, chia s¢, cung cép thong tin
trong qua trinh str dung mang x3 hoi dbi v6i can bo cong chire, vién chire, ngudi
lao dong trong co quan.

6. Phan cong can bo c6 trinh d6 chuyén mén, pham chat chinh tri quan tri
trang thong tin dién tir, trang mang xa hdi cua don vi.

Két qua thong ké cac kénh cung cap thong tin trén mdi truong mang giri vé
S¢ Gido duc va Pao tao (qua Vin phong S¢ giri dong thoi ban mém va ban 6 xac
nhidn cua don vi qua email: vanphongsgd@haiphong.edu.vn) trwdc ngay
25/11/2023.

~_Trong qué trinh thyc hién c6 kho khan, vuéng mac dé nghi cac don vi trao
doi ve Vin phong S6 GD&DT (qua dong chi Pham Buc Tinh - can b phu trach
cong nghé thong tin, Bién thoai: 0904.185.683) d¢ phoi hop thuc hién.

Noi nhgn: KT. GIAM POC
- Nhur trén; PHO GIAM POC
- Luu: VT. -
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THONG KE KENH CUNG CAP THONG TIN TREN MOI TRUONG MANG

(Kém theo céng van so.: /SGDDT-VP ngay thang nam 2023)
Tén kénh cung cip thong tin trén Trang thai
moi trurong man ID Oi i an tri 5 i
STT ‘ g e .9 . - Thaoi gian Pon vi quan Iy Qng tri Thgng EII’I A(Hoa:[
(Trang/céng thong tin dién tir/tai (Néu co) tao lap vién lién hé dong/dong
khoan zalo, facebook, youtube...) Ikh6a/x6a)

XAC NHAN CUA LANH PAO PON VI

CAN BQ THONG KE
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