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CONG AN TP HAI PHONG

LUAT AN NINH MANG

(Gém 7 chuang 43 diéu 6 hidu huc thi hanh tirngay 01/01/2019)

Quy dinh hoat déng bao vé an ninh Qudc gia va bao ddm trit tu, an toan xi hai
tran khéng gian mang; triach nhiém cia co quan, t& chiic, ca nhén c6 lién quan

- Th chide hioat @%nag, cau ket w0i give, mua chuds lifa gat, Wi kdo,
4o tao hudn luyn ngudi chdng Mha nude; ouyen e lich i phd
nibédn thanh tuu cich mang, pha hoai khdi dai Soan ket toan dan
téec, e pham tén gigo, phdn bigt o96i ol wE gidd, phan bigt chiing
e,

- Théng tin sai su thét gay hoang rmang, gy thigt hai cho hoat
dtng kinh t2 - x5 héi, gdy khi khan cho hoat $5ng cda co quan
Mha ks hodo ngudd thi hanh ofng v, =3m pham quysn v ki
fich hop phédp cia oo quan, t& chidc, o nhian khdc; adi giue, 1 ko,
kiich &éng nguiti khac pharm téi.

— Hoat 35ng mail dam, t& ran =3 kS, mua bin ngudii; d3ng i
theng tin ddm & 350 truy, 18 &0 pha hoaithudn phong, my tuc cla
cldn the, dao ddc x3 hai, sic khis aba odng 3ng.

- Mghigm cam sdn audt, dua vE& 50 dung odng cu, phuong tign,
phdn mém hods ob hanh vi cin ted, ady nSi loan hoat $Sng cba
g nig wign théng, rang Intemet..: =8m nhip tiai phéps phdt tan
chuang trinhtin hoc gdy hai che host $Bng oia mang vign thang,
miang may tink, ki théng thang tin, he thisng i K va didu khidn
théng tin, corsd dirlifu, phuong tign dién ol oba nguidi khiac,

- A ching lal hodc can trd hoat ddng oba luc luomg béo w
AMM; t3n cdng, wd hi2u hida trdi phap ludt lam mat tic dung bign
phip bdo wi ANM,

CAC HANH VI BI NGHIEM CAM TRONG LUAT AN NINH MA

o —

T o — el — D

—

- Lod dung hodc lam dung hoat $3ng bio ve ANM 4€ w3m
pharmn chii quyén, lod ich, an ninh quéc gia, trat tu an todn =3
ki, quyn va ki ich hop phap cla co quan, t6 chidc, od nhan
hodc 3E truc loi

- Chigm doat, mua ban, thu gitg of ¢ [Em 16 thdng tin thuds b
mat nha nudc bl mat odng tac b mat kinh doanh, bl mat &
nibdn, bi rrat gia dinh v d4 s8ng riéng tu gay 3nh hudmg 3&n
danh du, uy tin, nh&n phdrm, quyn v lod ich hop phdp oda oo
quan, th chikc, ¢ nhén.

- i ¢ lam da, lm hy héng, that lag, thay 34 théing tin thudc
bi mat Hha nudc, bi mat codng t&c, bi mat kinh doanh, bi matca
rikidn, Bimat gia dinh vd 30 sdng ridng tudus truySn Sus, iy
trirtrén khdng gian mang.

- 08 ¥ thay &80 hiy bd hodc [&m v hidu hda bién phdp k§
thudt duss x4y dung, dp dung 3 bio wé théng tin thudc bi
mat Mhd nudc, bl mit obng téc, bl rdt kinh doanb, bl mat cd
nihdn, bl mat gia dAinh v 34 s0ng rigng tu.

- B lEn khdng gian mang nhang théng tin thuds bimst Hhi
nwidc, B et cdng tdc, bi mit kinh doanh, B mat ¢ nhan, bi
rret gia dinh v i s5ng rigng o trdi quy dinh ola phap ludt
i ¥ nghe, ghi am, ghi hinh trédi phép cdc cude dam thoai.

- Hanh wi khic of ¢ =am pham bl gt Hha nuide, bi mat céng
tac, b midt kinh doanh, bi mat cd nhan, bi mst gia dink v di

siinig rigng tu
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QUY TAC UNG XU

2 _TREN--

CONG AN TF:HA.I PHONG MANG XA HOI

CAC QUY TAC UNG XU CHUNG

Biéu 3 quyét dinh sé 874/QD-BTTTT ngay 17/6/2021 vé vide
ban hanh cde quy téde dng xii trén mang xa héi

Tuin thi phip luit Viat Hanh vi, ing xif trén mang

MNam, tén trong quyén va 15 hoi Pl:":l h?P "I""Eli cic n‘ii
lgi ich hop phap cia t5 tri dao didc, van hoa, truyen
" chiiic, ca nhin. théng tét dep cia din téc
Viet Nam
Ton trong, tuan tha Lanh manh

phap luat

Tuén thi cic quy dinh Chiu trich nhiém v@ cic hanh

v huéng dan vé bao vé vi, iing x trén mang x& hoi;
an toan va bao mit phoi h-;:p vdi cac cd quan chic
théng tin ) ning dé xi Iy hanh vi, ndi dung

thong tin vi pham phap luat

An toan, bao mat thong tin Trach nhiém
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NHAN BIET MAY TINH

Bl NHIEM MA POC VA CACH PHONG TRANH

6 CACH NHAN BIET MAY TINH Bl NHIEM MA BOC

Nhan duoc thong bao va tin /7~ o6 cimg hét dung
nhén la \ *' / ./ higng tréng
i g %

Hoat ddng mang tang
05 . cao bit thuémg

ﬂﬁng I:hﬁng én dlnh\.._,_,»’ Ii ﬁ -

Lién tuc nhan duoc cac canh ; Nhing thay d&i trén
h.hglj 1'%.‘-"'? Y trinh dl.l'ﬂ'.;-t

NGUYEN NHAN MAY TINH BI NHIEM MA poOC

Ma adc (Malicious software) cd nhiu loai bao gdm virus, rootkit, worm. .. x@m nhip mdy tinh thdng qua céc
phdn mém dugc tai v hay khi ngudi diimg click vao trang web khdng an toan.

Vi tai cadc phdn mém ob chida virus & nguyén nhan dé mac phai nhat. Bic bidt khi thdi quen oia nguiid Vit
ludm tim d&n cic phdn mém midn phi khéng rd ngudn gbc. B&n canh dd, khi truy cdp vao céc website khdng
o chidng chi bdo mat, kém an togn, ban s& of nguy co tréthanh nan nhan oda cac tin t&c. Cac trang web nay
thuéng chifa céc lidn k&t hodc cia 58 pop-up nguy hi€m, n&u vb tinh click phai s& tu ddng tai v& va cai dit
nhitng phdn mé&m khdng mong mudn vao may tinh cda ban.

CACH PHONG TRANH NHIEM MA BOC TREN MAY TINH

Han ché truy cip céc trang web khong duoc bdo mat. Khbng nhip chudt vao bat of ora sé pop-up
déng ngd nao.

Tuyét d6i khéng tra 14 email, tin nhén khing déng tin ciy.

Cédn than khitdl ding dung mén phi, crack va ludn chad ¥ nhirng canh bdo tir Trinh duyét ban si dung.
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LAM VIECTU XA AN TOAN

CONG AN TP HAI PHONG

10 PIEU CAN BIET KHI LAM VIEC TU XA

MAT KHAU MANH o MA HOA & SAQ LUU DU LIEU
La mat khdu cé 8 ky tutrd [&n trong Diii ligu quan trong cén dugc sao
dé bao gém ca chil cai, 54, chil vidt I v md héa trusic khi sao luu
hoa, by tu dac bigt
KICH HOAT TUONG LUA u 0 THANTRONG VOI THU BIENTU
thd'nc thu dign tl cin xem ki dia

iZan kich hoat tudng lia khi thist

lip mdy tinh d& lam visc tirea B (|

m& thu, dudng link trong thu

: =n.  USB, THIET BI LUU TRU
f Phong ANM&PCTP] £ v :
GO'BO CHUONG T_H]HH cdng nghé cao H—*H ¥ cin trong, qu!tEvE_l':Fmﬂ'c khi

& bé cac chuang trinh khéng cin
thigt dé dim bio an toan, tang hidu
nang cho may tinh

3 L. cAm USE va cic thigt bi luu tri
- " di déng khéng ré ngudn géc

CAP NHAT CAC PHAN e CANH GIACLUA BAO
MEM VA HE BIEU HANH

Thiét lip cap nhit cdp nhat phin mém tu déng
hodc thd céng khi of théng bao cap nhat

Khéng cung cip théng tin cd nhin
trén cic website hodc cic td dhic

chua tin nhiém
CAI DAT PHAN MEM MANG RIENG AD (VPN)
PHONG CHONG MA bOC . —
Zai dat san cicung dung VPN d&
Cai datva cap nhit cic phan mém digt truy cip vao hé thing theo chinh
virus 4 dim bio an todn cho may tinh sich bao mit chaté chuc
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SU DUNG UNG DUNG

e THANH TOAN TRUC TUYEN AN TOAN
CONG AN TP HAI PHONG

6 DIEU CAN BIET
KHI THANH TOAN TRUC TUYEN

5 dung keénh giao dich
truc tuyén chinh thic
cia ngan hang fi

.. Bang ky su dung dich
3 vu OTP

Khéng tay ¥ cung cap
thong tin tai khoan
’“: ngan hang

Sirdung dich vu tin nhan
chi déng :‘,'k

Thay d6i mat khau dinh
ky cho sé tai khoan

Canh giac véi email, tin nhan e
> b Internet Banking
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CONG AN TP HAI PHONG

CANH BAO

LUA PAO CHIEM POAT TAI SAN TREN KHONG GIAN MANG

-
<«

Ty wung & oo quan chifc
nang (C&ng a, Vien ki sat,
Téa 4n..) goidignthéng bio
didu tra, kifm tra.

Q

Hack hodic gid mac théng
tin Facebook, Zalo nhdn

tin muom tién hodx gdi
link la & A3nh cap théng
tim tai khoan ngan hang

e g

[ PHUONG THUC THU BOAN

@

Tuyén chng tac vien lam
nhi&m vy b&n hang kigm
ti&n anline cho cic trang,
App do 88 tuomg tae @

O

Mii nang cip sim
dign thoai 32 chism
doat thi =&n

A A

Chuyén nham tign vao tai khodn Exding gia ngudd nuidc ngoai
ngén hang lia dio thing bds  lam quen va tang tién, qud
tring thudmg yéu cdu chuydn  sau dd yéu cdu chuyén tign

tién phi lam hé so, phitham gia d£ Lam phidich vu
Kb gyoi 8 turtai chinh, Lira dao cho vay tidn qua
tign &0 & chigm doat tai App lai sust thap, y&u ciu
san . nan nhan chuyén tign phi
I hil s

BIEN PHAP PHONG NGUA

KHONG chuyén thén theo yéu cdu cia ngudd quen biét trén mang xa hdl néu chua xéc thu'c thong tin
qua dién thoal hoac gap mat truc tiép.

KHONG cho muon, cho thué, mua ban tral phép cac loal gidy td cd nhan nhu: Can cudc cong dan, sd
hé khéu, thé ngén hang....

KHONG nhén vao caéc duitmg link la, tuyét ddl khong cung cdp cidc thong tin tal khodn ngan hang,
miit khdu, ma xédc thuc {OTP) cho bét ki al bist.

KHI PHAT HIEN cac truéng hop ob ddu hidu liia dao chiém doat tal san cn bdo ngay cho oo quan
Céng an nol gédn nhat d€ duoc hu'dng dan, Xy

O




PHONG NGUA

LUAPAO CHIEM POAT TAI SAN QUA MANG
DUGT HINH THU'C TUYEN CONG TAC VIEN ONLINE

PHUONG THUC THU DPOAN

P —

BIEN PHAP PHONG NGUA

Ning cao canh giac doi vai cac hanh vi lira dao chiem doat tai san qua mang

Chia se, canh bao v&i ngudi than, hang xom cac phwong thire thu doan cua
toi pham

Trinh bao cor quan Cong an noi gan nhat khi phat hién hoéc nghi van cé hanh
vi Ifra dao chiem doat tai san xay ra
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A\ CANH BAO THU POAN

CONG AN TP HAI PHONG LUA PAO VAY TIEN QUA APP

KHUYEN CAO ‘ DAY HIEY

111
— Ddu hiéu 1:
Khéng cin thé chip, vay
Cac chinh sdch cu thé wé siéu téc, Lil sudt thip

Tén cing ty, mé sd

|&i sudt vay (trd ng trudc
doanh nghigp, dia chi

han, chim trd,...), mau

B Ados Ddu hiéu 2:
yéu céu khach chuyén
Ngudd vay cdn tim hiéu m"r:;i :h Hﬁng
umg dung cho vay uy tin, khodn vay
thd hién ddy di cic
THONGTIN Difu hiéu 3
Théng ko 1ol gidi ngdn
va yéu cdundp tién dé
wif Iy khodn vay
J Ddu hiéu 4:
Tién khéng nhin dugc
Béc biet khong dé bén cho Trach nhigém oba céac it d
vay truy cap tai khodn va . RS
danh ke 8n thoal chii thé t;a;:r: gia giao
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THONG TIN TUYEN TRUYEN
KY NANG NHAN BIET TIN GIA TREN MANG

XEM XET NGUON TIN
Mghiém ciu trang web ban
dang theo ddi théng tin
4 : lign hé& cd ré rang 7
HOI ¥ KIEN CHUYEN GIA NGUON TIN COHOU ICH
Tham khao ¥ kién clia cic Kiém tra cac théng tin: hinh anh,
chuyén gia hodc nhing duding lign kit,.. xem théng tin
ngudn tin ddng tin cdy cé thit su hiu ich hay vl

muc dich nao khac

BAY DINH KIEN ? DOCTOANBO
M&n can nhic xem ban o6 CACH NHAN BIET Tidu dé cé the gist th a8
dang thién vi hay cd dinh 3 thu hat ngudi doc
kidn wdi ddi tugng khéng 7 TI N G IA

ﬂ KIEM TRA TAC GIA
fi Kigm tra xem tac gid

TIN TUC HAY TRO BUA c6 dang tin cay khang KIEM TRA THOI GIAN

Hay tinh tao phan bigt duige CAn than vdi cac tin ci bi dang

dau la tin that, dau la trd doa lai, chwa chéc ching of lign quan

cla cu dén mang d&n suvigc hign tai
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) XU PHAT HANH VI CUNG CAP, CHIA SE
Vil

-

CONG AN TP HAI PHONG THONG TIN GIA MAOQ, SAI SU THAT TREN MANG XA HOI

Dieu 101 cua Nghi dinh 15/2020/ND-CP |
co hiéu luc thi hanh tungay 15/4/2020 @]

- -

a2

m 04
Cung cap, chia sé Cung cp, chia sé Cung cap, chia sé

thing tin gia mao, théng tin c6 sty Cung cap, chia sé théng tin bia dat,
théng tin sai su céc hi tuc, mé tin, théng tin miéu gay hoang mang

thét, xuyén tac, vu di doan, dam 6, ta ti mi hanh trong Nhén dén,

khdng, xtic pham déi truy,khong d@ong chém, glét, kich déng bao luc,

uy tin ola oo quan,
té chuic, danh du,
nhén pham cda cad

phis hop véi tal nan, kinh di, ol dc, té nan xa
thudn phong, my Flng rom hol, dénh bac hoc
phuc vu danh bac

Quang cao, Cung cép, chia sé
tuyén truyén, dudmg dan dén
chia sé théng tin thong tin trén
vé hanh hda, mang cd noi
dich vu bi cdm dung bi cdm

20-30
trigu dong

Tiét 16 thong tin thubc

danh muc bi mit nha e . X Bubc phal g& bd théng tin sal su

nuidic, bi mit déi tu ca c ::-.!in F:'P \ that hodc géy nhdm 13n hodc cac
eElvgs e i i e théng tin vi pham phéap luit do

AR A At ke héu qua thuc hién cic hanh vi néu trén

chua dén miic truy cifu -

Ffihq.* Hq.*.ﬂ_’l-'.'ﬁ-:_

10
20

trigu
déng

trich nhiém hinh sy
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CANH BAO THU POAN LUA PAO CAC NHA HANG

QUA HINH THU'C “vO DAT TIEC, NHO DAT RUOU"

@ E s i T e e e ey e R G T e
lrong lom (co thé chuyven khoan tién dat coc dé tao niém tin)

Yéu ciu dit 1 50 mit hang co gia tri cao dé tiegp khach (rwou
ngoai, thuoe, qua ting...)

1& Gifi thiéu din moi, “céng tv™ cung cap loai hing dé (li dong

pham v&i doi twong hra dao)

L Nhi hing litn hé mua hing qua cic didu moi d6 va chuvén tién

deddt coc hay mua hang

]

=

Sau khi nha hing chuyveén tién, cic doi twong ngit Litn lac, chiém
doat 50 tien nan nhan d3 chuyen.

KHUYEN CAO

1. Kiém tra ki théng tin nguwii dit hang.

2. Than trong khi ng truée tien cho khach hang nhé d3t mua giop hang hoa, dich
Wil

3. Kiém tra cic don vi cung cap hang hoa, bao dam thong tin 10 rang, chinh xac.

4. Trinh bao oo quan Céng an gin nhit khi nghi ngé bi lira ddo chiém doat tai
Sam.

Phong An ninh m ang va phong chong td1 pham sir dung cong nghe cao —
Cong an TP Hai Phong Be: 5360 3 Le PaiHanh QHongBang TP Hai Phong




CANH BAO THU POAN LUA PAO QUA MANG
LIEN QUAN DEN DU LICH

Bin tour du lich, Dich vu visa du Lam gia website cic
phong khach san gia ré lich mwé'c ngoai cong ty du lich
- ®
— -
I T e . “J
Hack Facebook, héi Mao danh, lia
vay tién do gip khé bin vé maiy bay +*{“%
khin khi di du lich oia wu dii

KHUYEN CAOQ

1. Tim hiéu, x4c minh ki théng tin trirde khi chon tour du lich, dit tour du
lich. Thén trong ki dirge mo1 chao mua gé1 du lich van g1a qua ré.

2. Nhén biét cdc website gid mao (tén mién gin giong cdc trang that, hay
co dubi la nhwr cc, xyz, th .

3. Nén hra chon cic trang website, mang x4 hdi c6 uy tin, gén tich xanh
(tan khoan di dang ky). Xac nhin thong tin dat phong, dat vé may bay__
Phong An ninh mang & PCTP SD cong nghé cao
S6 03 Lé Pai Hanh, Hai Phong, SPT: 069.2785415




CANH BAO THU DOAN LUA PAO QUA HINH THU'C

MAO DANH NGAN HANG CHO VAY LAI SUAT THAP

Mao danh cac ngin hang tao website; dung tai khoan Facebook thing
tin gia, tham gia cic dién dan, héi nhom

Quing cio cho vay i suft ﬂlap, thi tuc ﬂn‘n gmn, k]mng thé chap,
khing thim dinh, khong cin gap trec uep, ne xdu vin vay dwvc..

E“'" s Yéu ciu ngwdi vay cung ciip théng tin ci nhin, chuyén mét sé tién
- el phuc vu xic minh, duyét khoin vay
= - Tiép tuc liy 1y do 16i hé so yéu cin chuyén thém tién dé bic dim
- khodn vay, ika hoan tra sau khi gidi ngin.
® Ngiat lién lac, chi*m doat si tién nan nhin di chuyén

KHUYEN CAO

1. Khi c6 nhu ciu vay tién cin lién hé tryc tiép vdi to chic tin dung dé duoc tr van,
hwéng din; Xac thue chinh xic céng ty tai chinh, fir vin vién trrde khi vay tién (kiém
tra mi 56 thué, npwdi dai dién céng ty, goi dién dén dwing diy néng cia ngin hang,
kiém tra link trang web__

2. Khéng cung cip théng tin ci nhin khi chwa xic dinh chinh xic website, tr vin vien,
khéng cung cip théng tin tai khoin, m3 OTP, khéng chuyén tién vio tai khoan do cic

d6i trong cung cap, du dé
3. Trinh bio co quan Céng an gin nhit khi phat hién thi doan mao danh lira ddo chifém
doat ta1 san

Phing An ninh mang & PCTP 50 cing nghé cao
56 03 L& Pai Hinh, Hii Phong, SDT: 0692785415




